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AHHOTAUUA

HacTtosiwee PykoBoACTBO A0nosiHseT AoKYMeHT «XKTAKM.00083-01 90 02. Kpuntollpo CSP. PykoBoacTBO
aaMuHuUCcTpaTopa 6e3onacHocTn. Obwasa 4vactb» npu ucnonb3oBaHun CK3UM noa ynpaBneHuMeM onepaunmoHHbIX
cuctem Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2.

WHCTpYKUMK aaMUHUCTpaTopaM 6e30MacHOCTM M MoNb30BaTeNsM pasfiMyHblX aBTOMaTM3MPOBAHHbIX
cucteM, ucnonb3ytowmx CK3UM Kpuntollpo CSP, nonxHbl paspabaTtbiBaTbCs C y4eToM TpeboBaHWIA HACTOSLLEro

OOKYMeHTa.
Cnncok cokpallueHunm
APM ABTOMaTM3MpoBaHHoe paboyee MecTo
rMma MMMB6KUN MarHUTHbIN AUCK
acH [aTumk cny4damHbIx Yncen
HDD XKeCTKMin MarHUTHbIA ANCK
HCA HecaHKUMOHMPOBAHHbIN AOCTYnN
ocC OnepaumnoHHasa cucrema
no MporpamMHoe obecneveHne
PernameHT COBOKYMHOCTb MHCTPYKLMWA U APYrOW pernaMeHTupytowen JoKyMeHTaunmn, obecneymsatoLlemn
(dYHKLNOHMPOBaHME aBTOMATU3NPOBAHHOM CUCTEMbI BO BCEX peXuMax.
CepTudukart DNEeKTPOHHbIN AOKYMEHT, NOATBEPXKAAOLWMNIA NPUHAANEXHOCTb OTKPbITOrO K/104a U onpeaeneHHbIX
arpnbyToB KOHKPETHOMY abOHeHTYy
CepTudukaums Mpouecc n3rotoBneHns cepTugumkKaTa OTKPbITOro Kiwda aboHeHTa B UeHTpe cepTudukaymm
CoOK Cpena dyHKUNMOHMPOBAHUS KpUNTOCPEACTBa
CK3M CpeacTtso kpuntorpadumyeckon 3awmuTtbl nHbDoOpMaunm
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1. OCHOBHble TeXHUYeckne AaHHble N xapaktepuctmkm CK3U
1.1. [lporpaMMHo-annapaTHble cpeabl PYHKLNOHUPOBAHUSA

CK3U1 XTAWN.00083-01 dyHKUuMOHMpPYeT nog ynpasrneHnem OC Windows B nporpamMMHo-anmnapaTHbIX
cpepax:
Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (x86, ia64, x64).

B OC Windows 2000 npu ucnonb3oBaHmm CK3WN pomxkHa 6biTb NpomM3BedeHa YCTaHOBKa cCreayowmx
nakeToB OOHOBNEHWUI:

1. Service Pack 4
2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.
JocTtyn no agpecy:
http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx

B OC Windows 2003 goskHa 6bITb NpoM3BeAeHa yCcTaHOBKa nakeTta obHosneHun Service Pack

Co cpokamu sKcnsyaTaunmm onepaunoHHbIX CUCTeM, B cpeae KOTopbiX dyHkumoHupyeT CK3U, MoxHO
03HaAKOMUTbLCS NO ccbinke: http://support.microsoft.com/gp/lifeselect.

1.2. UcnonHeHna CK3U

CK3U1 B nporpamMHo-annapaTHbIX cpeaax n.1l.1 BbiNnycKaeTcs B NSATU BapuMaHTax UCNOSIHEHUS:

NcnonHeHue 1 knacca 3awmntbl KC1 B cocTaBe KpunTonpoBawaepa, KpuntoaparBepa, MOAY/S CETEBOM
ayteHTudukaumm (TLS), moayns ayTeHTuUdMKaumn nonb3osaTens B AomeHe Windows, Moayns MpoOTOKOMOB
Kpuntolpo IKE, Kpuntollpo ESP, moaynsa wudpytowen dannoson cuctembl Kpuntollpo EFS, moayna komaHaHOM
CTPOKW, MoAayns noaAaepxXkum wuHTepderca Microsoft CNG, mMoayns noaaepxku uHTepdenca Mozilla NSS,
cepBUCHbIX Moaynen (cpverify, wipefile, stunnel); dyHKUMOHMpPYET B NporpaMMHo-annapaTHbiX cpegax n.1.1.

UcnonHeHne 2 knacca 3awmtbl KC2 B coctaBe ucnonHeHus 1 c¢ gobasneHneMm yTuanTbl BbipaboTku
BHELIHeN ramMmmbl; GYHKUMOHUPYET B NpOrpaMMHo-annapaTtHbix cpegax n.1.1.

UcnonHenne 3 knacca 3awmTtbl KC3 B cocTaBe KpuntoapamBepa, KpUNTOCEpPBUCA, MOAyss CeTeBOM
ayteHtTudumkaumm (TLS), mMoayns wudpytowen dannosoi cuctembl Kpuntollpo EFS, moayns npoTtokona
Kpuntolpo IPsec, Moaynss KOMaHAHOW CTPOKM, YTWAWUTbl BblpabOTKWM BHELWIHEW FaMMbl, CEPBUCHbLIX MpPOrpaMm;
(dYHKUMOHMPYET B NporpaMMHo-annapaTHbiX cpegax Windows 2003/7/2008R2/8/2012/8.1/2012R2 (nnaTtdopma
x86, x64) c naketom Secure Pack Rus Bepcun 3.0.

OnuncaHne [aHHOIO WCMOJSIHEHMS W peKOMeHAauuu Mo WCMNOJIb30BaHMIO COAEpXKaTCcs B AOKyMeHTe

XKTAN.00083-01 90 02-01. Kpuntollpo CSP. PykoBoactBo agmumHucTpaTopa 6e3onacHoctu. Mcnonb3oBaHue
CK3W knacca 3awntbl KC3 noa ynpasnenHnem OC Windows.

1.3. KnwyeBble HOCUTenu

B kauecTBe K/HOYEBbLIX HOCUTENEN MCMONb3YHTCA:

«'MA 3,5";

e USB aucku;

® 3/IEKTPOHHbIN K/to4Y ¢ MHTepdencom USB (e-Token);
e CmapTkapTbl PUK, Ockap, Maructpa;

e CmMapTkapTta MS_KEY K;

e naeHTUduKaTopol Touch-Memory DS1995 - DS1996 T[MAK 3awwutel oTr HCA (Akkopa-AMA3,
3NEKTPOHHbIN 3aMoK "Cobonb);
e Rutoken;



http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx
http://support.microsoft.com/gp/lifeselect
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e Pazaen HDD M3BM (B OC Windows - peecTp).

Ncnonb3oBaHWe KKYEBbIX HOCUTEsNIEN B 3aBUCMMOCTM OT MpOrpaMMHoO-annapaTtHor nnathopMbl CM.
DOKYMeHT "XXTAKM.00083-01 30 01. CK3UM "Kpuntollpo CSP". ®opmynsap, n.n. 3.8, 3.9.

MpumMmeuanume 1. B coctaB anctpmbytnea CK3UM XTAN.00083-01 BxoaaT 6ubnmortekmn
NOAAEPXKKN BCEX MepeyuncrieHHbIX HocuTenen, Ho He BXoasaT apansepa ana OC. Mo sBonpocam
nony4vyeHnsa gpanBepos HeobxoaMMo obpallaTbCs K NPOM3BOAUTENAM COOTBETCTBYHOLMX

|..| YCTPOWCTB.

—— MpuMmeuaHme 2. [lonyckaeTcss XpaHeHWe 3aKpbITbiXx katoyerr B peectpe OC Windows mn B
pasgene HDD (B cnyyae apyrux OC) npu ycnosumn pacrnpoctpaHeHus Ha HDD wnun N3BM ¢ HDD
TpeboBaHM No 06paLLeHMIO C KIHOYEBBIMU HOCUTENSIMU, B TOM UYMC/IE U NOCAe yaaneHus Koden
n3 peecrpa.

2. YcrtaHoBka anctpmnbytusos MO CK3U

YcrtaHoBka auctpubytusa Kpuntollpo CSP ponmxHa mpou3BOAMTLCS MNOSb30BaTeNEM, MMEKLWMM Mpasa
aAMUHMCTpaTopa.

CK3WM Kpuntollpo CSP TpebyeT cneaywoLiein nocnenoBatenbHOCTM YCTAHOBKM: CHavana ycraHaBIMBaeTCs
npoBangep, 3ateM ycTaHaB/AMBAOTCA OCTalbHble MOAY/IM, BXOASLWME B COCTAB KOMMIeKTauum.

Onsa ncnonHennii 1,2 moaynb IPsec noctaensietcs B Buae 6ubnuotek B SDK u He TpebyeT ycTaHOBKM
yepes setup.

Ons ycTaHOBKM nporpamMmHoro obecrneyeHmss BCTaBbTe KOMMaKT-AWCK B MNpuUBOA cuuTbiBaTens. U3
npeanaraembix AnctpmbytmeoB Bbibepute anctpmbyTus, naxoasawmii ansa Bawen onepaunoHHOM CUCTEMBI,
MMEIOLNIA HYXHbIN BaM Knacc 3awmTtbl U yA06HbIN Ana Bac A3biKk yCTAaHOBKW. 3anyCcTuTe BbiNOJHEHWE YCTAHOBKM.

5 Yeranoska "Kpunrollpo CSP” I&

Bac NnpMBETCTBYET NporpaMmMa yCTaHOBKH
"Kpuntollpo CSP (KC1)"

MporpaMma BeINOAHMT YCTaHoBKy HKpunTolpo CSP 3.9, 77257
Ha KOMNBHOTER, [ANA NpoaomHEHMA HEHMWTE KHoMKY “danse”,

MPEAYTIPEAXAEHVE: daHHaa NporpaMmMa SallMILEHE SaKoHaMH

H"“"Tﬂ“ o ESF 0ff SETOPCKMX MPEBAX M MEMLYHAPO AHEIMA COMNELEHUAMA,

an [ Lanee > ][ OTMeHa

Puc. 2. NMpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnn macTtep ycTtaHoBKM 06HapyXuT Ha MawwnHe 6onee paHHio Bepcuto Kpuntollpo CSP, To B 3TOM OKHe
NosIBUTCA MHMOpPMaLMS O 3aMeLLaeMbIX NPOAYKTaX:
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j{{‘;‘ Ycranoska "Kpunmollpo C5P" Iﬁ

Bac NnpMBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntolpo CSP"

MporpaMMa BeINONHMT YoTaHoBky HpunTolpo CSP 3.9, 77247

Ha KOMMEKDTER, [ANA NPoAoMHEHMA HEMMMTE KHOMKY ~fanse”,

Cnegyrowme NpoadykTel ByayT 3aMELLEHE! KOMIOHEHT M {
YCTEHSENMESEMON BEDCHM:

KpunTolpo CSP 3.6.6497

Kpuntolipo CSP

< Hazag Lanee = ] | OTMeHa

Puc. 3. YcTaHOBKa C 3aMeleHUEM KOMIMOHEHT.

Onsa panbHenwen yctaHoBku Kpuntollpo CSP HaxxmuTe [anee.

Mocnepytowasa yctaHoBKa NpPOM3BOAUTCHA B COOTBETCTBMM C COOBLLEHMSAMU, BblAABaeMbIMW MPOrpamMMon
yCTaHoBkM. B npouecce ycrtaHoBkuM 6yaeT npeanoXeHO 3aperMcTupmposaTb AOMNOSHUTENbHbIE CYUTbIBATENMU
K/II0YEeBOW WHMOpPMaLMK, AONOMHUTENbHbIE AAaTYMKU CAyYamHbIX uucen (Ana knacca KC2) unm HacTpouTb
KpuUATONpoBanaep Ha nucnonb3oBaHne cnyxbbl XpaHeHus kntodven (ansa knacca KC1). Bce 3TM HAacTpoOMKM MOXHO
NpOM3BECTU KaK B MOMEHT yCTaHOBKM KpUNTOonpoBalaepa, Tak U B 1060 MOMEHT Noc/ne 3aBepLlleHns YCTaHOBKMU
yepes naHeslb CBOMCTB.

Mocne 3aBeplUeHns YCTaHOBKM AUCTPUBYT1BA HEOBX0AMMO NPOU3BECTM Mepesarpysky KoMmbloTepa.

2.1. NapamMeTpsbl ycTtaHoBkn KpunTtollpo CSP.

Mpu yctaHoBke Kpuntollpo CSP MOXHO WCMO/b30BaTb pas/iMyHble MNapaMeTpbl KOMaHAHOM CTPOKMW,
B/INAOWME HA YCTaHaBNIMBAEMbl€ KOMMOHEHTbI, HAa4Ya/bHY HACTPOMKY NpoAyKTa U T.A4.

[na Mx Mcnonb3oBaHUs HEOH6XOAMMO 3amnyCKaTb YCTaHOBKY ClefytowmM 06pasomM:

msiexec /i <MOMHbIA AN OTHOCUTENbHLIM NYTb K .msi-danny> <napameTpbl>

2.1.1.

CrnpaBoOYHUK MapaMeTpoB yCTaHOBKM

CJ'IeD.YIOLIJ.VIe onuunn Nno3BOJIAKOT HE  YyCTaHaB/MBaATb COOTBETCTBYHOLNE 6ubnnortekn
noanepPXKn:

NOACCORD=1 - AKKopz

NOBIO=1 - buonormdeckuin ACH
NODALLAS=1 - Hocutenun Dallas
NODS=1 - CuntbiBaTenu Dallas

NODSRF=1 - 1CH "MocneaoBaTe/bHOCTb NOCTaBLUMKa"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CyuTtbiBaTENb AUCKET
NOJCARD=1 - KapTbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuutbiBaTenb "Peectp"

NORIC=1 - KapTbl RIC/OSCAR
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NORUTOKEN=1 - Hocntenb Rutoken
NOSABLE=1 - Co6onb

Cneayowme onumu NO3BOASAIOT yNpaBisaTb perncrpauuen nogaep)xmpaemMoro obopyaoBaHus
BO BpeMms yctaHoBknm Kpuntollpo CSP (3HauyeHue 0 o3HavaeT "OTKAKUYUTL onuui";
3BE3404YKOMN OTMeYEeHbl ONUNMK, BKIIOYEHHbIE MO YMOMYaHUIO):

REGACCORDRDR=1 - 3apernctpupoBaTb cunTbiBaTenb "Akkopa"
REGACCORDRND=1 - 3apeructpuposaTb ACH "Akkopa"
REGBIO=1 - 3apeructpupoBaTtb 6uonornyeckuii [JCY *(roneko and KCi)

REGETOKEN=1 - 3apeructpupoBatb Bce Hocutenm  "Alladin  eToken"  *
OTAENbHble TUNbI: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENMA420,
REGETOKENM420B, REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6YyKBbl - 3apeructpupoBaTb cuuTbiBaTenb "aucketa" ans  6yks,
YKa3aHHbIX Yyepe3 3anaTyro

REGPNPFLOPPY=1- 3aperncrpmpoBaTb ciuTbiBaTeNb "Bce cbeMHble HocuTenm" *

REGDSRF=nyTb - 3apeructpuposaTtb OCY "lMocnegoBaTenNbHOCTb MOCTaBWMKa" U 3agaTtb
nyTb (6e3 "\" Ha koHUe) K nanke c dbl, db2

REGDS1410E=nopTbl - 3apeructpupoBaTb cuuTbiBaTenb "DS1410E" (cnucok mnoptoB
yepes 3andaTtyto: LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apeructpupoBaTb cuuTbiBaTenb "DS9097E" (cnucok mnoptoB
yepes 3anatyt: COM1,COM2,...)

REGDS9097U=nopTbl - 3apeructpupoBaTtb cuuTbiBaTENb "DS9097U" (cnucok nopTtos
yepes 3ansaTyto: COM1,COM2,...)

REGDS199X=1 - 3apeructpupoBaTb HocuTenb "DS199x"

REGOSCAR=1 - 3apeructpupoBaTb HocuTenb "Ockap"

REGOSCAR2=1 - 3aperunctpupoBaTb HocuTenb "Ockap2" *

REGTRUST=1 - 3aperucrtpupoBaTb HocuTenb "Marmncrpa" *

REGTRUSTS=1 - 3apeructpupoBaTb HocuTenb "Marncrtpa CbepbaHk/BGS" *
REGTRUSTD=1 - 3apeructpupoBaTb HocuTenb "Maructpa Debug" *
REGPNPPCSC=1 - 3apernctpupoBaTb  cuuTbiBaTtenb  "Bce  cuuTbiBaTENM
cMapTkapt" *

REGALLPCSC=1 - 3aperucTtpupoBaTb NOAK/OUYEHHbIE CYMTbIBATENN CMapTKapT
REGREGISTRY=1 - 3apeructpupoBaTb cuuTbiBaTenb "Peectp”

REGRIC=1 - 3aperucTtpupoBartb Hocutenb "PUK"

REGRUTOKEN=1 - 3apeructpupoBaTb HocuTenb "Rutoken" *

REGSABLERDR=1 - 3apeructpupoBaTb cuntbiBaTenb "Cobonb"
REGSABLERND=1 - 3apeructpuposatb [CH "Cobonb"

NOETOKENWL=1 - He peructpupoBatb Hocutenu "Alladin eToken" ans Winlogon
NOOSCAR2WL=1 - He peructpupoBaTtb HocuTenb "Ockap2" ana Winlogon

NOTRUSTWL=1 - He peructpupoBatb HocuTenb "Maructpa"” gns Winlogon
NOTRUSTSWL=1 - He peructpupoBaTtb HocuTenb "Marucrtpa C6epbaHk/BGS" ans
Winlogon

NOTRUSTDWL=1 - He perucrtpuposaTb Hocutenb "Marmnctpa Debug" ana Winlogon
NORUTOKENWL=1- He perucrpuposatb HocuTenb "Rutoken" ana Winlogon *

YnpasfieHne pexnuMamu paboTbl:

CPCSPR=1 - Ona Bepcum KC1 nossBonseTr BbibpaTb pexum cnyxbbl XpaHeHus
Kno4yen (ToNbKo Npu yCTaHOBKE)
MEDIACSPS=1 - PeructpupoBatb B CUCTEME OTAENbHbIA MpoBanaep ong

KaXxAoro TMna Kt4eBblX HocuTenemn (TOJ'IbKO npu YCTaHOBKE)

CACHED=N - Hactpoika kawupoBaHus kmaoden. Ecnm N=0, TO BbIK/IIOYEHO, €Cnun
N>0, TO 3apaeT pa3Mep kawWwa (TO/bKO MNPM YCTAHOBKE W TOJIbKO A/ pexuMma Cnyxo6bl
XPpaHeHus K4ein)
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CSPDELETEKEYS=1 - Mpu yganeHnn npoaykTa yoanuT TaK XXe BCe HAaCTPOWKKM M BCe
K/lOYEBbIE KOHTEWHEepPbl U3 peecTpa

YKaszaHue CepuiHbIX HOMEPOB JINLIEH3NI:

PIDKEY= - Micnonb30BaTb yKa3aHHbI cepuiiHbIn Homep CSP

WLPIDKEY= - Micnonb3oBaTb yKa3aHHbIN cepuiiHbii Homep Winlogon
RPPIDKEY= - Nicnonb3oBaTb yKa3aHHbIN CEpUHbLIN HOMep Revocation Provider
OCSPAPIPIDKEY= - lcnonb3oBaTb yKa3aHHbI cepuiiHbii Homep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTb yKa3aHHbIN cepuiiHbin HoMmep TSP Client
CraHpapTHble napameTpbl Windows Installer (nogpobHee - CM. [OOKyMEHTauUuto:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - MyTb yCcTaHOBKM

INSTALLDIRG64=... - MyTb ycTaHOBKU Ans 64-KOMNOHEHT (x64, Itanium)

REBOOT=R - He nepe3arpy>xaTb KOMNbOTEP NOC/AE YCTAHOBKMU

ADDLOCAL=mMoaynm - 3apaeT CNMCOK AOMOJHUTENbHBIX MoAynel, KoTopble cneayeT

yCTaHOBUTb (CMNCOK Yepes 3AMATyl0).

CyLiecTByOLNE AONONHUTENbHbIE MOAYN: reprov, driver, compat.

REMOVE=moaynu- /14 YXXE YCTAHOBJIEHHOIO MNMPOAYKTA yaanseT yka3aHHble MoAyn
/qb - yctaHoBka 6e3 MacTepa

/qn - yctaHoBKa 6€3 OKOH

/L*v cdaitn - cosgaHue xypHana yCTaHOBKMU

Ona yananenns Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996%}

MpumMepsbl:

msiexec /i "d:\Kpuntollpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /gb

3. O6HoBneHne CK3UN Kpuntollpo CSP

Ons o6bHoBneHns Kpuntollpo CSP Ha OC Windows Heob6xoauMo:

— 3anoOMHUTb TeKylwyl KoHdurypauuto CSP (yctaHoBneHHble [OCY, cumTbiBaTENUN, HOCUTENM,
napamMeTpbl aJirfOPUTMOB MO YMOYAHUIO U T.M.)

— yAanuTb wTaTHbIMKU cpeacteamMm OC gnctpubytme Kpuntollpo CSP
—  YCTaHOBMUTb a@HaNOrM4HbIA HOBbIN AnctpnbyTtns Kpuntollpo CSP

—  Npu Heo6X0AMMOCTN BHECTU U3MEHEHUS B HAaCTPONKMU

—  KJI0YM 1 cepTUdUKaTbl COXPAHAIOTCA aBTOMaTUYECKH.

4. BapwuaHTbl BcTpanBaHua Kpuntollpo CSP n Kpuntollpo TLS B
npuknagHoe MO

4.1. BctpanBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntolpo CSP MoxeT 6bITb MCMONb30BaHO B MpUKIaAHOM NporpaMMHOM obecnedeHuun (Kak u nobown
Apyron kpuntonposangep, nocrtasnsemboin ¢ OC Windows) 4yepes unHtepderic CryptoAPI 2.0, onncaHme KOToporo
npueeneHo B nporpamMMHoOm OOKYMeHTaunmu MSDN (Microsoft Developer Network):
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx. B 3TtoM cnyyae cnocob6 Bbibopa
Kpuntorpaduyeckoro anroputmMa B npukiagHoMm 1O MoOXeT onpeaensATbCsd MAEHTUDUKATOPOM anroputMma
OTKPbITOrO K/t4a oTnpasuTens/nonyyarens, cogepxaterocsa B ceptudukarte X.509.
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BcTtpavBaHune Ha ypoBHe CryptoAPI 2.0 no3BosisieT BOCMO/b30BaTbCs HaAbopoM (YHKUMI, peluarLwmx
6onbWMHCTBO npobneMm CBfA3aHHbIX C MpeacTaBneHveM (popMaTaMu) PpasnuYHbIX  KpunTorpadpuyeckmx
coobuieHunin (NnoanmMcaHHbIX, 3aWwWndpoBaHHbIX), cnocobamMmu NpeacTaBeHns OTKPLITbIX K/IHOYeN B BMAE LNGPOBbIX
ceptTudunkaToB, cnocobamMmm xpaHeHUs U MOUCKa CepTUDUKATOB B PasiMyHbIX CNPaBOYHUKAX, BKAtoYas LDAP.

OyHkumMn CryptoAPI 2.0 no3BOASKOT MOJSIHOCTbIO peann3oBaTb NpeacTaBneHMe U obMeH AaHHbIMU B
COOTBETCTBUM C MeXAYHapOAHbIMM pekoMeHJauusaMm u WHdpactpykTypon OTKpbITbiX Kntoden (Public Key
Infrastructure).

4.2. BctpanBaHue Ha yposHe CSP

Kpuntollpo CSP MoxeT 6biTb HEnoOCpeACTBEHHO UCMOSIb30BaHO B MPUKIAAHOM  MPOrpaMMHOM
obecneueHnn nyTeM 3arpy3ku Moayns C ucnosbloBaHueMm dyHkumm LoadLibrary(). Ansa aTux uenen B KOMMAeEKT
NoCTaBKWN BKJOYaeTcs PykoBoACTBO nMporpaMMucTa, onucbliBatowee coctas dyHkumi n Tectosoe MO. MNMpu Takon
peanusaumm npuknagHoMmy MO AOCTYNeH NUWb OrpaHUYeHHbIX HAbop HU3KOYPOBHEBLIX KPUMTOrpaduyeckux
(dYHKUMN, COOTBETCTBYOWMUN nHTEepdency Microsoft CSP.

4.3. Ucnonb3oBaHne COM nHTepdencos

Kpuntollpo CSP MoxeT 6biTb Mcnonb3oBaHo n3 COM mnHtepdelico, pa3dpaboTaHHbix Microsoft.
e CAPICOM 1.0
e Certificate Services
e Certificate Enroliment Control

Certificate Enrollment Control

COM wuHTtepdoeric Certificate Enrollment Control (peannsoBaHHbin B daiine xenroll.dll) npegHasHaueH ans
MCNOMb30BaHUA oOrpaHuyeHHoro konuyectsa ¢yHkumin CryptoAPI 2.0, cBfi3aHHbIX C reHepauuen Kiw4en,
3anpocoB Ha cepTudukatel M 06paboTkoit cepTudmKaToB, MoOMy4dYeHHbIXx OT LeHTpa Ceptudwukauum c
MCMONb30BaHMEM $£A3bIKOB mnporpamMmMmmpoBaHmsa Visual Basic, C++, JavaScript, VBScript n cpeabl pa3spaboTku
Delphi.

MMeHHO 3TOT nHTepdenc ncnonb3yT pasnnyHble nybnuuHble LeHTpbl CepTudukaummn (Verisign, Thawte
M T. A4.) Nnpu popMmpoBaHmMn cepTudUKaToB Nosib3oBaTenen Ha nnatdpopme Windows.

CAPICOM 1.0

CAPICOM (peanusoBaHHbIi B darne capicom.dll) npepoctasnser COM uHTepdenc, mcnonb3yrowmmn
OCHOBHble dyHKUMK CryptoAPI 2.0. 3TOT KOMMOHEHT siBNsSieTcs AobaBneHMeM K yxe cyulectsytouwemy COM
nHTepdelicy Certificate Enrollment Control (xenroll.dll), koTopbIn peanu3yloT KAMEHTCKNE PYHKLUUM reHepauum
K/tOYen, 3anpocoB Ha cepTudurkaTbl 1 06MeHa C UeHTpoOM cepTudukaumu.

C BbIMYCKOM JAaHHOrO KOMMOHEHTa CTasio BO3MOXHbIM MWCMOAb30BaHMe GYHKUMA (GOpMUPOBaHUA U
MPOBEPKN INEKTPOHHOM LMMPOBOM NOAMNUCU, MOCTPOEHUS N MPOBEPKU Lienovek cepTudurkaTos, B3aMMOLENCTBUS
C pasnnyHbiMM CcnpasBoYyHMKaMu cepTudukaToB (Bkawuyasa Active Directory) ¢ ucnonb3osaHumem Visual Basic,
C++, JavaScript, VBScript n cpeabl paspabotkm Delphi. Ucnonb3osanHne CAPICOM no3BoNnseT peasnn3oBaTb
dYHKUMOHaNbHOCTL "TOHKOro" kKnneHTa B nHTepdence 6poysepa Internet Explorer/Edge.

KomnoHeHT CAPICOM saBnsetca cBob60oaHO pacnpocTpaHsieMblM M NocTaBnseTcsa B coctaBe Redistributable
MHCTpyMeHTapus pa3paboTumka Microsoft Platform SDK.

MoapobHyto MHdpopMauuto 06 nHTepdence  CAPICOM MOXHO nonyymMTb  Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services Bkntovyaer B cebs Heckonbko COM wuHTepdelricoB, MNO3BOASAIOWNX U3MEHUTb
dyHKUMOHanbHoCTb LleHTpa CepTudukaumn, Bxoasawero B cocta OC Windows 2000/2003 Server. Npu nomowmn
OAHHbIX MHTEpPdENCOB BO3MOXHO:

e obpabaTbiBaTb NOCTyNatLWme OT NOSb30BaTEsNIEN 3aNpocChl Ha cepTudmrKaThl;
e  KV3MEHWUTb COCTaB AaHHbIX (B TOM uyncne gononHeHu X.509), 3anmcbiBaeMbix B
n3gaBaeMble LEeHTPOM cepTudukaThl;

e OonpeaenuTb AOMOSIHUTENbHbIN cnocob nybnukaumm (XpaHeHns) U34aHHbIX LEHTPOM
cepTudnKaTos.
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4.4, Ucnonb3oBaHue CK3U Ha nnaTdopMe Microsoft .NET
Framework

Komnanmnen KPUMTO-MPO 6bin paspaboTtaH nporpamMmHbiin npoaykT Kpuntollpo .NET, nossonsiowmi
MCMoNb30BaTb CPeacTBO KpunTtorpaduyeckon 3sawmtbl nHdopmaumm Kpuntollpo CSP Ha nnatdopme Microsoft
.NET Framework. Kpuntollpo .NET peanusyetr Habop wuHTepdencoB ans A[ocTyna K Kpuntorpadunyecknm
onepauusam .NET Cryptographic Provider:

e XewwupoBaHUE;

®  OAMNuChb;

e wndposaHue;

e MAC;

e reHepauwus Kjw4yen un T.A4.

Kpome Toro, Kpuntolpo .NET no3sonsieT ucnonb3oBaTb CTaHAapTHble knaccebl Microsoft ans
BbICOKOYPOBHEBbIX OMepauum:

e pasbop ceptudmkaTa;

e MOCTpPOEHME M NpoBepKa LEeNo4YKn CepTUdnKaTos;

e ob6paboTtka CMS coobuieHunn;

e yCTaHOBJIEHME 3aluMLLEHHOro obmMeHa yepe3s SSL/TLS, HTTPS mn FTPS;
e XML noanuch n WngpoBaHme.

MoapobHy WHGOPMauno, AUCTPUOYTUBLI, AOKYMEHTALUMIO W CLEHapuuM WCMoJib30BaHMUs
MOXXHO HalTU Ha caliTe NpoaykTa wWww.cryptopro.net.

4.5. Ucnonb3oBaHue CK3U B Beb-6pay3sepax

CK3MN XTAM.00083-01 ™MoxeT 6bITb MCMOAb30BaHO B Beb-6pay3epax Ha pasMyHbIX MPOrpaMMHO-
annapaTHbIX nnatdopmMax nyTém BbizoBa pyHKUn Kpuntollpo SUIM Browser plug-in.

Kpuntolpo 3UM Browser plug-in coaepxuT kKoMnoHeHTy ActiveX ana pabotbl B Microsoft Internet
Explorer/Edge u nnaruH NPAPI ana apyrux Be6-6pay3epoB, noAaAepXuBaloOWMX AaHHbIA  MHTepdenc
BCTpauBaHusa nnarnHos. OyHkumm CK3U MOXHO BbI3blBaTb W3 cueHapueB JavaScript, coaepyawmxcs B
oTtobpaxaemoin Beb6-6paysepom cTpaHuLe.

MoapobHas nHdopmMauus [OCTYrHa CTpaHuue nnaruvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. Nunymanusauymsa 6unbnmotekm SSPI

MpounssoaunTcs 3arpyska 6ubnuotekun Secur32.dll.

C nomowbto dyHkumn GetProcAddress nony4yaetcs ykasaTtenb Ha @yHkuumio InitSecuritylnterfaceA
(InitSecurityInterfaceW B cnyuae komnunsiumm c Unicode).

BbizoBoM ¢dyHkumm InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyuyae komnunsuum c Unicode)
nony4yaetcs Tabnunua pyHkumin SSPI.

Mnu, BMecTto ncnonb3oBaHmna GetProcAddress, 4ocTaTO4HO MokaounTh 6MbnmnoTeky nmnoprta secur32.lib
(BxoguT B MS Platform SDK)

3anonHsaetca ctpyktypa SCHANNEL_CRED. MNMons 31oin CTpyKTYpPbl A0NXHbI 6bITb HY/1I€BbIMU, KPOME:
SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;
[ns cepBepa 1 HEe aHOHUMHOIO K/IMEHTa 3aMnoJIHATCSA TakxXe Nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

MpuMeyaHue. KoHTekcT cepTudmkaTa pCertContext AosmkeH coaep)aTb CCbIIKY Ha 3aKpbITbliA KoY.
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Mpounssoautcs BbI30B GYyHKUMM co3paHus Credentials: AcquireCredentialsHandle c nepepauven en
cTpykTypbl SCHANNEL_CRED n nmeHun naketa - UNISP_NAME ("Microsoft Unified Security Protocol Provider").

MHnumnanmsaums coeamHeHus KNMeHToM npou3BoamTcs Bbi3oBoM InitializeSecurityContext 6e3 BxogHOro
6ydepa n cepsepoM — Bbi3oBOM AcceptSecurityContext, nocne yero naet obbluHbIM UMk Handshake.

Mocne ycTaHOBNEHUs COeAMHEHWUS, HO A0 Hayana nepegadu AaHHbIX, NPUIOXEHWe AOIKHO BbIMOAHUTb
NpoBepKy NapamMeTpoB CoeaAuHeHUs U cepTudurKaTa yaaneHHOM CTOPOHbI.

Ons nonyyeHusa ceptudukaTa yAaneHHOW CTOPOHbI Bbi3biBaeTca GyHkumsa QueryContextAttributes c
aprymeHTtoM SECPKG_ATTR_REMOTE_CERT_CONTEXT.

ans nocTpoeHus LLenoYKkm cepTudukaTos peKoMeHAyeTCs ncrnosib3oBaHue byHKUMN
CertGetCertificateChain, = onuncaHHyto B MSDN/Platform SDK/Security, (c  dnarammn NpoBEpKM,
COOTBETCTBYHOLWMMN BbIOpaHHOMY YpOBHIO 6e30nacHOCTM. PekoMeHayeTcs ncnonb3oBaTth dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka ceptudukatoB nposepsietcsa dyHkumen CertVerifyCertificateChainPolicy, onncaHHon Tam xe, c
aprymeHTtoMm pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, wn aprymeHtoM pPolicyPara, 3anosHeHHbIM
cnepyrowmm obpasom:

ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));

polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks =0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);

PolicyPara.pvExtraPolicyPara = &polHttps;
Heobxoanmo, utobbl ans Kaxxaoro ceptudukarta B Lenoyke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld 3aKkaH4unBanacb Ha
szOID_GR3410.
Bbi3biBaeTcs dyHKUMSA QueryContextAttributes C apryMeHToMm ulAttribute, paBHbIM

SECPKG_ATTR_CONNECTION_INFO, ansa nonydyeHus napameTpoB cCOegMHEHUS U UX NPOBEPKM HA BbINOSHEHUE
YCNOBUN:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT
ConnectionInfo.aiCipher == CALG_G28147, ConnectionInfo.aiHash == CALG_GR3411
aiExch=CALG_DH_EX_EPHEM wnun CALG_DH_EX_SF

LLndposanHus/pacwmndpoBaHmne peanunsyeTcs C MOMOLLbIO dYHKUNN
EncryptMessage()/DecryptMessage().

Mpumevanmne. OonxkHa 6biTb obecneveHa koppekTHas obpaboTka kogos Bo3BpaTa ¢dyHKumn SSPI. lMpu
3TOM cfieAyeT yyuTbiBaTb, UYTO TpebyeTca pa3Has obpaboTka B 3aBMCMMOCTM OT TOro, SABASIETCS KOA BO3BpaTa
KOAOM YCMELHOro BbINO/IHEHMSA DYHKUMM, KOAOM He daTanbHOn ownbkun, He Tpebyowel paspbiBa COeANHEHUS,
KOAOM (haTanbHoOM owmnbkn, Tpebytoweln pa3pbiBa coegmHeHns. Bce HeobpabaTbiBaeMblie KOAbl BO3BpaTa OWNGOK
OOJIKHbI MPUBOANTL K pa3pbiBY COEANHEHUS.

4.7. 3aBeplleHune ceccumn

KoppeKTHoe 3aBeplieHne CeCCUKN OCYLLECTBAETCA Bbi30BOM dyHKUMK ApplyControlToken.

4.8. TpeboBaHMA 6€30MaCHOCTH

1. MpuMeHeHMe MoAyNs NOAAEPXKKN CETEBOW ayTeHTUdMUKaLUKN AOMYCKAETCS TONbKO NMpPU UCMONb30BaHUM
OTKPbITbIX K/IHOUEW CepBepa M KIIMEHTa, CEPTUMMLMPOBAHHbIX AOBEPEHHBIM LIEHTPOM CepTUdUKaLMK

2. MpwunoxeHmneMm [oOMKHbI obecrieunmBaTbCs npoBepka ceptudukatoB B coobuieHunax Certificate wn
CertVerify, nposepka 12 6ant B coobuweHunax Finished knueHTa n cepsBepa, ABNAIOWUXCA MMUTOBCTaBKaMM K
nHdopMaunmn BCero Amanora KAnMeHT-cepBep B Mpouecce YCTaHOBIEHUS CeCCUM, KOHTPOJIb COOTBETCTBUS UMEHU
knuneHTa (cepsepa) IP-agpecy, N0 KOTOPOMY YCTaHOB/IEHA Ceccus.
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5. CocTaB 1 HazHa4YeHUe KOMMNOHEHT NPOrpaMMHOro
obecnevenHna CK3U

MporpamMmmHoe obecnedyeHme CK3W Kpuntollpo CSP npu dyHKUMOHMpOBaHuMM noa yrnpasreHmem OC
Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2 cOCTOUT U3 CNeayoWmnX KOMMNOHEHT:

1. CepBucHbIe MOAYNW;

2. Moaynun HacTpOMKKN BCTPOEHHOM NOACUCTEMbI MPOrpamMMHON cpedbl YHKLUMOHMPOBAHUSA KOMIJIeKca
(CoK) B OC Windows;

3. Moaynun conpsbkeHna Kpuntollpo CSP co BcTpoeHHON noacucrtemon nporpammHorn COK B OC Windows
M MHTEepdenc kpuntorpadpnyeckoro cepeuca;

4. CK3U Kpuntollpo CSP, peanusytowee uenesblie pyHKUMM KpunTonposBangepa B ¢popme:
- 6ubnunoTek, 3arpy>xaembix B afpecHoe MpOoCTPaHCTBO MPUTOXKEHUS;
- KpunTorpagmnyeckoro cepemca XxpaHeHus Ko4ven;
- KpunTorpadum4yeckoro agparneepa;
- 6ubnuotek npotokona Kpuntolpo TLS.

5.1. CepBUCHbIE MOAY/U

CepBucHble Moaynu obecneymBaloT KOHTPONb LenocTHocTu auctpubytmea Kpuntollpo CSP, ero
YCTaHOBKY M yAaneHue M3 onepauuoHHOM CUCTeMbl, @ Takxke KOoHdurypauuto napamMetpos CK3U ana kaxaoro
nonb3oBartens.

5.1.1. Moaynb KOHTPONSA LEeNoCTHOCTU AUCTpubyTnea

Moaynb cpverify.exe, cMm. MpunoxeHue 1, npegHa3HayeH ANa KOHTPONS LEeNOCTHOCTU AncTpubyTmBa npwm
ycTaHoBke u wucnonb3oBaHum [0 CK3W Kpuntollpo CSP Ha koMnbioTepe nosib3oBaTenss (nocTaBnsieTcs
COBMECTHO C AUCTPUBYTMBOM).

5.1.2. [OucTtpubytmns

Ounctpnbytne CK3U Kpuntollpo CSP nocrasnsetcsa B Buae naketa "Windows Installer" (daiin csp-win32-
kcl-rus.msi unm nopobHoe Ha3BaHMe. B HasBaHum anna yCTaHOBLUMKA NPUCYTCTBYeT o0603HayYeHne
nnaTdopMbl, AN KOTOPOW OH NpeAHa3HauyeH, Knacc 3aWwmTbl U A3blK YCTaHOBKK). MNpu 3anycke dann csp-win32-
kcl-rus.msi pasBopaumBaeT CTPYKTYpbl AaHHbIX ANCTPUOYTMBa BO BPEMEHHbIM KaTasior U NpoBOAUT YCTaHOBKY
MO CK3W Kpuntolpo CSP.

5.1.3. Moaynb KOHpUrypaumm

Moaynb cpconfig.cpl obecneunBaeT BO3MOXHOCTb yYnpaBsieHUs nonb3oBaTtesieM KoHdurypaumen MO CK3U
Kpuntollpo CSP, a TakXe COAEPXWUT BO3MOXHOCTU perncrpaunm ycraHosaeHHoro 10 u nonydeHus
nonb3oBaTtenieM A0MNOJHUTENbHOMW MHMOPMaLUK.

5.1.4. Moaynb Wipefile

Moaynb wipefile ucnonb3yerca ana yapaneHus ¢annoB BMecTe C COAEPXKMMbIM MPU  LWITATHLIX W
HewTaTHbIX (CBONMPOBAHME) CUTYaLMSX.

5.1.5. Moaynb KOHTPONS LEeNoCTHOCTM B ApanBepe

Ons paboTbl ¢ N06bIM OTAAAYMKOM MOAY/b KOHTPOAS LIENOCTHOCTU B ApaviBepe A0/KEH 6biTb OTK/IOYEH.
MopsiAoK OTKAOYEHUST [AHHOMO MOAynst onucaH B pokyMmeHTe XXTAM.00083-01 90 05. Kpuntollpo CSP.
PykoBoAcCTBO nporpaMmucTa.
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5.2. Moaynu HacTtpomnkn noacucrtembl COK B OC Windows

Moaynu npeaHasHadeHbl Ansg obecneveHns mcnonb3oBaHusa MO CK3U Kpuntollpo CSP B nporpaMMHOM
CoK B OC Windows. Moaynu Takxe peanusyloT ¢opMaTbl Kpuntorpaduyecknx coobueHuin, UCnosib3yembix B
3alUMLLEHHON 3NeKTpoHHOM noute (S/MIME), Office 2003/XP, Authenticode un d¢dyHkumnax CryptoAPI 2.0,
dopmMaTbl cepTndunkaToB n nx ob6paboTky.

MpumeuaHme. T[loNHbIA NepeyeHb MOAAEPXKMBAEMbBIX TMPUNOXKEHUN
AN Microsoft npuBeaneH B gokymeHTe XTSKM.00083-01 90 01. Kpuntollpo
CSP. OnucaHune peanusauuu.

Moaynn HacTponku knaccuduumpyroTcs Kak noacuctema nporpammHon COK © OTBETCTBEHHbI 3a
nucnonb3oBaHme kKpuntonpoBaiaepa Kpuntollpo CSP co CTOpOHbI npunoxeHui. OHuM obecneumBaloT BbI30B
cepBuca kpuntorpaduuecknx @GyHKUMIA, HO He o06pabaTbiBalOT KI/OYEBYHD M KpunTOrpauyeckym OmnacHywo
MHpopMauuio (He NMerT AOCTyMna K Ka4yam 1 T. Mn.).

5.2.1. Moaynb pacwmnpeHusa n Hactponku CryptoAPI 2.0

Moaynb cpext.dll saBnsetca 3aperMcTtpMpoBaHHOM B cucTeMHOM peectpe Windows AMHaMMyecKomn
6unbnunotekont (DLL) pacwmpeHus CryptoAPI 2.0 n obecneunBaet:

e YCTaHOBKY COOTBETCTBMS MexAay uaeHTudukatopamu obbektoB (OID) B kpunTorpaduyeckmx
coobLeHnsax n cepTudurkaTax oTKpbITbIX Kaoden n dyHkunamm CK3M Kpuntollpo CSP;

e (bopMupoBaHune n pasbop kpunTorpaPuyecknx coobeHnn n cepTudrKaToB OTKPbITbIX K/THOYENR.

5.2.2. Moaynun vHnunanmsaumm HacTpomKn BCTpoeHHon nogcmctembl COK B
OC Windows

Moaynb nHuumanmsaumm ana OC Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2 peanun3oBaH
B Buae apamBepa CProCtrl.sys. [lpanBep obecneumBaeT 3arpy3ky OMNpeAeneHHbiX AMHaMUYeckmx 6bubnunotek
(DLL) B apgpecHoe NpoCTPaHCTBO MpoOLEeCcCcoB, ucnonb3ytowmx CK3N.

[JononHuTeNnbHO 3TOT MOAY/b OCYLLECTBASET KOHTPO/b LENOCTHOCTM YycTaHoBneHHoro MO Kpwuntollpo
CSP v noacuctembl nporpammHon COK (nepuogunyecknin n npu 3arpyske OC).

5.2.3. Moaynb Hactpouku anga cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpyxaetcs B BMpTyanbHOe ajpecHoe MpOCTPaHCTBO KaXAoro npouecca, K
KOTOpOMY noarpyxaetca crypt32.dll, ona yctaHoBneHuss nepexsaToB (YHKUWA, MUCMONb3YyOLWMX NpoBanaep
KpunTtollpo CSP.

Hactporika 3akniovaetca B pgobasneHun noacucteme nporpammHon COK Bo3MoxHOCTM 06paboTku
MAEHTUHUKATOPOB afirOpUTMOB, peanmayeMbix Kpuntonposagepom Kpuntollpo CSP.

5.2.4. Moaynb HacTponku anga cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaetcs B BupTyanbHOe aApecHOe MpPOCTPAHCTBO KaXaoro mnpouecca,
ncnonb3ytowero inetcomm.dll, 4nsa yctaHoBNeHMs nepexsatoB PyHKLUWNA.

HacTporika 3akniuyaeTcs B NOAAEPXKEe  AOMOAHUTEsNbHbIX  WAEHTUHWUKATOPOB  airOpuTMOB U
BO3MOXHOCTen S/MIME, peanusyembix kpuntonposainigepom Kpuntollpo CSP, npw wucnonb3osaHun B [0
Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Moaynb HacTporku anga cmctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTca B BUpTyaslbHOE aApecHOe MPOCTPaHCTBO MpoLecca YCTaHOBKM
ueHTpa ceptudukaumm (CA) OC Windows.

Moaynb NO3BONSET HACTPOUTb LEHTP cepTuduKaumMm npu ero yctaHoBke Tak, 4Tobbl nmoaaep>vmBanmcb
anroputmel Kpuntollpo CSP.
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5.2.6. Moaynb HacTponkun ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTca B BuUpTyalibHOe aApecHoe MpoCTpaHCTBO npouecca Internet
Explorer/Edge, ecnu B Hero otobpaxaetcs wininet.dll.

Moaynb no3sonsieT NnpaBusbHO oTobpaxaTb anroputMbl Kpuntollpo TLS B Internet Explorer/Edge.

5.2.7. Moaynb HacTponkn ansa cnctemHoro DLL advapi32.dll

Moaynb cpadvai.dll 3arpyxaeTca B BMpTyasibHOe ajpecHOe MPOCTPAHCTBO KaxAoro npouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHUs nepexsaTtoB PyHKLUWN.

HacTtpolika 3akntodaetcs B pAobaBneHnn BO3MOXHOCTM 06paboTkuM MAEHTMHUKATOPOB anropuMTMoB,
peanusyembix Kpuntonposaaepom Kpuntollpo CSP.

5.2.8. Moaynb HacTponkn ana cuctemHoro DLL kerberos.dll

Moaynb cpkrb.dll 3arpyxaeTtcs B BupTyasibHOEe ajpecHOe MNpOCTPaAHCTBO MpPOLECCOB, MCMOAb3YHLWMX
mMoaynb kerberos.dll, n obecneunBaeT aMmynaumio NoOAAEPXKKN KPpUATONpoBanaepom ctaHaapTa Triple DES.

5.2.9. Moaynb HacTpounku TLS

Moaynb cpschan.dll 3arpyxaetca B BuUpTyasbHOe aApecHoe nMpoCTpaHCTBO npouecca Internet
Explorer/Edge, ecnn oH ncnonb3yet TLS.

Moaynb no3BonaT ncnonb3osatb anroputmbl Kpuntollpo TLS B Internet Explorer/Edge.

5.2.10. Moaynun HacTtponkn MS Office

Moaynb cpMSO.dll 3arpyxaeTtcsa B BUpTyanbHOE aApecHoe MNpoCTpaHCTBO npoueccoB MS Word n MS
Excell v no3BonsieT noanmcbiBaTh AOKYMEHTbI C noMoLlbto anropmtmos Kpuntollpo CSP.

Moaynb cpExSec.dll 3arpyxaeTtca B BupTyasibHOe aApecHOe MpocTpaHcTBO npouecca MS Outlook, un
HacTpauBaeT ero Ans npasunbHol paboTbl ¢ Kpuntolpo CSP.

5.2.11. Moaynb HacTponku XML

Moaynb cpXML.dll 3arpyxaeTca B BUPTyanbHOE aApecHOe MpOCTPaHCTBO MPOLLECCOB, WCMO/b3YHOLWMX
XML, 1 nossonseT npumeHaTb anroputmbl Kpuntollpo CSP ana nognucm XML.

5.2.12. Moaynb HaAaCTPOWKKM KOHTpoO/Iepa AOMEHA

Moaynb cpkdc.dll 3arpyxaetcas B BupTyanbHOE afpecHoe MpPOCTPAHCTBO MNpPOLECCOB AOMEHHOWM
ayTeHTMdMKauuMmM Ha KOHTpossiepe aoMeHa M obecneumBaeT BO3MOXHOCTb MCMOAb30BaHWMS ANS MNPOBEPKU
noannucu anropntmoB, peanunsyembix Kpuntolpo CSP.

5.3. Kpuntonposanaep Kpuntollpo CSP

5.3.1. WUHTepdencHasa 6ubnmorteka kpuntonposamaepa

MHTepdencHaa 6ubnuoteka cpcsp.dll peanusyer craHgapTHbIi wuHTepdenc Kpuntonposanaepa,
cooTBeTCTBYIOWMA cneundurkaumm Microsoft Cryptographic Service Provider, n o6ecneunBaeTr AaHHbIA
uHTepdenc ansa  06blYHbIX MPUIOXEHUI 4Yepe3 kpuntorpaduyeckmi cepuc no RPC, wam  ansg
MPUBUIErMPOBAHHbBIX MPUNOXeEHUI (MMewmMx MnpaBo AOCTyna K YCTPOMCTBAM HOCUTENEN KI/H4YeBOro
KOHTENHepa) - HeNOCPeACTBEHHO.

5.3.2. WHTepdencHaa bubnmorteka Kpuntorpadpmnyeckoro cepeuca

NHTepdelicHasa 6ubnuoteka cpcspr.dll obecneunBaeT BO3MOXHOCTb 06paLleHns 06blYHbIX MPUOXKEHUIA K
cepBucy kpuntorpaduyecknx dyHKkUni no npotokony RPC.
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5.4. CK3U KpunTtollpo CSP

CobctBeHHo, CK3W Kpuntollpo CSP peanusyer ueneBble dYHKUUMM KpunTorpapuyeckon 3awmThbl
uHdopMaummn, paboTy C KaYaMu, AOCTYN K K/OYEBbIM HOCUTENAM, AOCTyn K dusmyeckomy [ACH, peanusyet
BrnoCH.

5.4.1. Peanusaunsa CK3U B popMe cepBUCa XpPaHEHUS KIOUYEN

Moaynb cpcspi.dll peanusyeT uenesble @YyHKUUM KpuATOrpaduyeckon 3awmtbl uHbOpMaumu npu
obpaweHun no RPC c nokanbHOro KoMnetotepa Ansa nHtepdencHom 6ubnmotekn Kpmntorpadmyeckoro cepeuca.

Moaynb obecneunBaeT:

e XpaHeHne 1 paboTy C KOHTEKCTOM YPOBHS 6ubnnoteku;

e XpaHeHne KpunTorpaduyeckmx o6bLeKToB:
e - Kntouesbix nap (MOCTOSHHbLIX U BPEMEHHbIX);
e - OTKpbITbIX K/toYel (BPEMEHHbIX);
e - Kntouen ceccmin (BpeMeHHbIX CUMMETPUYHBIX);
e - O6BbEKTOB (PYHKLMU XeLNPOBAHUS.

¢ BbINOJSIHEHME KpUATOrpaduyecknx npeobpasosaHui

5.4.2. Peanusauusa kpuntonposanaepa B opMe noarpyxaembix 6mbnmoTek

MHTepdenc cpcspi.dll peanunsyet uenesble QyHKUMM KpunTorpaduyeckon 3sawmnTtbl nHbopmMaumm ans
UHTepdeiticHON 6ubAMOTEeKM kpuntonpoBaipgepa (cM. 5.3.1) B BapuaHTe ¢dyHKUMOHUpoBaHua 10O
Kpuntolpo CSP 6e3 ncnonb3oBaHus MHTepdenca kpuntorpadumyeckoro cepsmca (cm. 5.3.2).

5.4.3. Peanusauusa kpuntonposangepa B popmMe agpamnsepa aapa OC

MHTepdenc cpdrvlib.sys peanumsyer NoAMHOXeECTBO ueneBbiX (YHKUMM KpUNTOrpaduyeckon 3awmThbl
mHdopmauumn ans UHTepdencHot 6mMbnmoTrekm KpuntonpoBaaepa B BapuaHTe ¢yHKUMOHMpoBaHus MO
Kpuntollpo CSP B gaape OC Windows. [lpaisep noaaepxuBaeT BbINOSHEHNE QYHKUUIA LWKMdpoBaHUA,
MMUTO3aLNTbI, XEeWNpoOBaHNs, NPOBEPKN NOAMUCK U BbipaboTKy KKOYEel cornacoBaHus Ha ademMepHbIX Katoyax.
[pariBep He noaaepxuBaeT paboTy C NONb30BATENbCKMMU KIKOHAMMU.

5.4.4. WHTepdenc goctyna Kk pumsnyeckomy n bnoCH

Bubnunoteka cprndm.dll obecneumnBaeT yHndurumMpoBaHHbIn nHTepdenc goctyna K dpusmdeckomy ACH nnum
BbnoCH4.

5.4.5. WHTepdencHble mogynmn ACH

ObecneumnBaloT peanusaumto goctyna K tunam ACY:

bio.dll BuoACH
accord.dll ACH NAK "Akkopa-AM3"
sable.dll [OCH sanekTpoHHoro 3amka "Cobonb"

5.4.6. [llaHenb ynpasneHus pecypcamu CK3UN Kpuntollpo CSP

YnpasneHnune pecypcamu CK3U Kpuntollpo CSP ocywectBnsieTcs komaHgHbIiM ¢darnom cpconfig.cpl yepes
naHenb ynpasneHus “CeoncrtBa: Kpuntollpo CSP”. K OCHOBHbIM cpeacTtBaMm ynpasneHus pecypcamu CK3U
OTHOCHATCS CpeACTBa YrnpaBleHUs:

® IMLEH3NAMMU;

* ICYH;

o 6M6NMOTEKAMM CUMTBIBAHUSA KIIHOYEBOM MHGOPMaLmn;

® 3aKPbITbIMX KNOYaMU N cepTUdUKATaMM OTKPbITbIX KHOYEN;
e napameTpamn CK3W.
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5.5. Moaynb ayteHTUdMKaumm B agomeHe Windows

Moaynb winlogonmgmt.dll ob6ecneumBaeT ayTeHTUdMKauMo Ha 6asle NEKTPOHHOW noAnucKM C
ncnonb3osaHuem anropmtmos NOCT 34.10-2001, NOCT 34.11-94.

Moaynb ayTteHTudmkaumm obecneuymBaeT pasrpaHuMyeHue AocTtyna K cetm gomeHa Windows nubo K
nokanbHoi MawwuHe Windows Ha ocHoBe npoBepku 2OI1, BblpaboTaHHOM C MCMONb30BaHWMEM KJ/ilova AOCTyna,
pacrosioXXeHHOro Ha KJ/IlOYEBOM HOCUTENE MONb30BaTeNnss B KOYEBOM KoHTelHepe CK3U XTAW.00083-01.
CepTuduUKaT OTKPLITOrO KO4a MNPOBEPKM MNOAMUCU 3aHOCUTCH B CUCTEME MpU perncrpauum nosb3osBaTtens
aoMeHa Windows.

5.6. Moaynb noaaepxku ceteson ayteHTudukaumm Kpuntollpo TLS

Moaynb noaaepXKu ceTeBor ayTeHTudwukauuum peanunsyetrcs B GoOpMe noarpyxaemon 6ubnuvoteku u
peanusyeT NoaMHOXeCTBO nHTepdgerica Microsoft SSPI(SSP/AP) (cMm. cooTBeTcTBYHOWMI pasaen MSDN). Moaynb
obecrneumBaeT ayTeHTMYHOE 3alUMLLEHHOE COeAMHEHMEe MexAy nonb3oBaTtenem n cepsepom. cpssl.dll, cpsspap.dll
- MpW yCTaHOBKE MOAYNS ayTeHTUdUKauum noaaepxuBaroLllero ayteHTudukauuio B AoMeHe, cpsspcore.dll,
ssp.dll - 6e3 BO3MOXHOCTN AOMEHHOW ayTeHTUdMKaLmK.

5.7. Noacuctema nporpamMmmHon COK Kpuntollpo CSP

5.7.1. WHTepdenc aoctyna K KJYEeBbIM HOCUTENAM

Bubnunoteka cprdr.dll obecneunBaeT yHUDUUMPOBAHHLIA MHTEpPdENC AO0CTYyNa K KAOYEBbIM HOCUTENSAM
BHEe 3aBMCMMOCTM OT UX TUna.

5.7.2. WHTepdencHble Moy N YCTPOUCTB XPaHEHUSs KK4YeBOM
MHpopMaumm

Moaynn obecneumMBaloT peanusaumi  AOCTyna K KOHKPETHbIM TunaM KJ4YEBbLIX HOCUTenem u
cunTbiBaTENEN:

fati2.dil - K gMckoBsoay n amuckete 3.5"

reg.dil - K CACTEMHHOMY peecTpy W KJllo4aM B HUX

accord.dll - k MNAK Akkopa-AMA3

sable.dll - K 31eKTpOHHOMY 3amky "Cobonb"

dallas.dll - k cuuteiBaTento Touch-memory Dallas

ric.dll - K cMapTkapTte PUK n Ockap

emv.dll - K cMapTkapTte MPCOS EMV/3DES

hs.dll - K 3IeKTPOHHOMY KJitouy eToken

pcsc.dil - K cYnTbiBaTeENAM cMapTkapT u eToken, nogaepxuBawowmm nHtepoderic PC/SC

ds199x.dll - k Tabnetkam DS1996, DS1995.

5.7.3. bubnuoTteka nogaepxKum AOCTyna K KAYEBbIM HOCUTENAM

Bbubnuoteka cpsuprt.dll obecneumnBaeT peanusaunto obWNxX GyHKUNIA AOCTyNa K pa3/IMYHbIM YCTPOCTBaAM
XPpaHeHUs KN4YeBbIX HOCUTENEN.

5.7.4. Moaynb ASN1

MoaaepxumBaeT yHKUMM Npeobpa3oBaHus CTPYKTYP AaHHbIX B MAalWMHHO-HE3aBUCUMOE MNpefCTaB/ieHNE.

5.7.5. Wcnonb3oBaHue kno4en peectpa Windows

YcTaHoBKa nNporpaMMHOro o6ecrneyeHuss [O/KHA MNPOM3BOAWUTCA  MOJSIb30OBaTeNleM C  MpaBamu
aAMuHucTpaTopa. MNpu 3ToM NporpaMMma ycTaHOBKM TpebyeT A4OCTyN K CNeAyroLWmMM KloyaM peecTtpa:

¢ HKEY_LOCAL_MACHINE - nonHein goctyn;
e HKEY_CLASSES_ROOT - nosHbIi goctyn.

Mpu ncnonb3zoBaHun CK3W Kpuntolpo CSP u cosgaHuu kwo4yen nonb3oBaTtener 6e3 ncnosb3oBaHUA
¢dnara CRYPT_LOCALMACHINE TpebyeTcs AoCTyn K CneayrLwmMm Kodam peecTpa:

e HKEY_LOCAL_MACHINE - uTteHune, nepeuuncneHuve;

¢ HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3faHune
NMOAKI/IOUEN, UTEHME, NEPEUNCTIEHUE;
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e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - MOJHbIN
poctyn; SID - SID nonb3oBaTens.

Mpn  uncnonb3zoBaHum CK3M 1M co3gaHuMm  KI4Yen C  UCnosib3oBaHMeM  dnara
CRYPT_LOCALMACHINE pononHuTenbHO TpebyeTcsa AOCTYyN K CeayowWwmM K4vaM peectpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIn gocTtyn.

Onsa  wn3MeHeHus KkKoHdurypauumm CK3WM Kpuntollpo CSP ¢ uvCcnonb3oBaHMEM MNaHenu
ynpaeneHus (Control Panel), kpome TOro, Tpebyetcsa NOMAHbLIA AOCTYyN K K/OYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuanume 1. Mo ymonyaHuio Kpuntollpo CSP MoxeT ucnonb3oBaTb A0
65536 onucaTtenen kpuntorpaduyeckmx o6bekToB. 1S yBeM4eHns 3Toro
3Ha4yeHuns Heobxoammo fobaBuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersio
n\Parameters) napametp DWORD, paBHbIil1 TpebyeMoMy uncny onucaTtenen,
HO He 6onee 1048576.

MpumeuaHme 2. [lonycKaeTcs XpaHeHMe 3aKpbiTbiX Kako4yen B peectpe OC
npu ycnoeuu pacrnpoctpaHeHuss Ha HDD wnm M3BM c¢ HDD TtpeboBaHuii no
obpalleHnto C KA4YEBbIMU HOCUTENSIMU, B TOM 4YuUCiIe W Mocne yaaneHus
KJIl0Yen U3 peectpa.

B

6. Kpuntorpadunyecknin nuteppenc CryptoAPI

Kpuntorpagunyeckun nHtepdgeric CryptoAPI nossonsert:

1. ObecneunTb NpUKNIaAHOMY YPOBHIO AOCTYN K KpUNTorpapuyeckmm dyHKUMAM AN FreHepaunmn Ki4en,
bopMUpPOBaHUS/NPOBEPKN 3NEKTPOHHOM LMEMPOBOM NoannucKy, WndposaHus/paclumdpoBaHns AaHHbIX B
YCNOBUSAX U30/IMPOBaHUA NPUKIALAHOMO YPOBHS OT YPOBHS peanusauni kpuntorpadpuueckmnx GyHKUNNA.
MpUNOXeHUSM N NPUKAAAHBIM NPOrpamMMMUCTaM He HYXHO AeTasbHO BHUKATb B 0OCO6EHHOCTM peanunsaumm Toro
WM MHOMO anroputMa Uian U3MeHATb B 3aBMCUMOCTW OT anroputMa npuknagHbie Nnporpammsl.

2. O6becneuynTb 0A4HOBPEMEHHOE UCMOMIb30BaHWE Pa3HbIX afropuTMOB M PasfIMYHbBIX UX peanusaunin Kak
nporpaMMHbIX, Tak WU annapaTHbIX.

Obuwasn apxutekTypa Kpuntorpaduyecknx GyHKUNI NoKasaHa Ha puc. 1.
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CAFICOM COM MpHnoxeHuA

i

Certficate Services

Authentcode | Internet Explorer

Certfizate Enrolliment Control |

Srmart Card Enrollnent Control |

Wutepdreic CryptoAP1 2.0

Wutepcheitc mopynei BezonacHocTM
Security Support Provider Interface

DyHILMM CNPEBaYHMEE GETHdMIETOR
Certficate Store Functions

Bkl cOKOYPOEHEEEIE CIVHILIH KM NT OMfa duJ BCia
cooBuweHmd Simplified Message Funclions

G Pro SChannel
Huzroyp 0BH EEBIE yHILMM KPHNTOMDE dueckd: - R
coobueHwd Low Level Wessage Functions s Uil STEry

sSSP Protocol Provider

Dy HILIM KD P OESHMALEK 0 M 0B HMA
CEPTHOMIGATOR
CryptEncode/CryptDecode (ASN.1)

Bazoesie ipunTorpadiuueckle diHLK
Base Cryptography Functions

. !

Wutepcheic mpunmorpadmyecrix chy ukumi Cryptographic Service Providers

MWicrosoft Base Cryplographic Provider 1.0
Gernplus GernSAFE Card CEP w10

Microsoft Base DS Cryptographic Provider
MWicrosoft Base DSE and Diffie-Hellman Cryptographic Provider

Crypto-Pro Cryptographic Service Provider

Microsoft Sfrong Cryptographic Provider

Mlicrosoft Enhanced S5 and Diffie- Hellman Cryptographic Prowider
Microsoft Enhanced Cryptographic Provider w10

Puc. 1. Apxutektypa kpuntorpacdpmuecknx pyHkumin B OC Windows

Obuwasn apxutektypa CryptoAPI 2.0 npeacTaBsieHa NATbO OCHOBHbIMU DYHKLUMOHAIbHbIMW rpynnamMn:
1. Ba3oBble kpunATorpapuyeckne GyHKUNN:

— dYHKUMM uHUMUManm3aumm (paboTbl C KOHTEKCTOM). OTW (QYHKUMW MpPefoCTaBSOT MNPUIOXKEHUIO
BO3MOXHOCTb  BblbpaTb  onpeAefieHHbI  KpunTonposaraep MO TUNy WMeHW wunam  no  Tpebyemol
YHKUMOHANbHOCTH;

— (PyHKUUM TreHepaummn K4Yehn. DTN QYHKUMM npefHasHayeHbl Ans (GOpMMPOBaHUS W XpaHeHUs
KpunTorpauyeckux Ka4en pasnmyHbiX TUMOB;

— (pyHKUuM obMmeHa knwYamu. IOTU PYHKUUMM nNpeaHasHayvyeHbl A7 TOro, 4YTobbl MPUAOXKEHUS MOrnu
0bMeHMBaTbCS pas3/IMYHbIMK TUNAMK KKOYEBOM MHDOPMaUnMmM ans obecnevyeHms B3auMoaenCcTBUS Mexay coboit;

2. ®YHKUMWN KOANPOBAHMA/AEKOANPOBAHUS.

[aHHble  dYyHKUMM  nNpeAHa3HauyeHbl ans  npeobpas3oBaHua  (KOAWMPOBAHUSA) U3 BHYTPEHHEro
npeactaBneHnss 06bekToB, Mcnonb3lyembix B CryptoAPI, Bo BHelHee npeactaBneHMe u obpaTtHo. B kadectse
BHEWHero npeacraeBneHns obvektoB wucnonb3dyetca ¢opmat ASN.1 (Abstract Syntax Notation One),
onpeaeneHHbin cepuen pekomeHgaumin X.680. K 3Toi xe rpynne QyHKUMA OTHOCUTCS Habop QYHKUWUNA,
MoO3BOJISIOWMX pacwmpuTb (yHKUMoHanbHOCTb CryptoAPI nytem peanusaumMm WM pernctpaunm Cob6CTBEHHbIX
TUNOB 06BHEKTOB;

3. ®yHKUMM paboTbl CO CNpaBoYHMKaMKN cepTUdUKaToB.

OTa rpynna yHKUMA npegHasHadeHa Ansg xpaHeHus u o6paboTkm cepTudurKaToB B pasiMYHbIX TUMNAX
CNpaBoOYHUKOB. [prMyeM B KayecTBe CrpaBOYHMKA MOryT MCMNOJIb30BATLCA CaMble pasfinyHble TUMbl XPaHWUAULL: OT
npocTtoro danna no LDAP;

4. BbiCcOKOypoBHEBble DYHKLUMN 06paboTkm KpunTorpaduyeckmx coobeHni.

Ota rpynna dyHkumin (Simplified Message Functions) B nepByto ouepeab npeaHasHadeHa Ans
MCNosib30BaHusa B npukiagaHoM MO. C noMoLwbio 3TUX MYHKUNIA MOXHO

- 3awndpoBaTtb/pacwmdpoBaTb cooblieHne oT 04HOro Nosib30BaTenNs K APYromy;
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- MoanucaTtb AaHHbIE;
— MpoBepuTb NOANUCH AAHHBbIX.

O™ dyHKUMKM (TakxXe, Kak U MPYHKLUMN HU3KOrO YPOBHS) ONEPUPYIOT cepTUdUMKATaMMN OTKPbITbIX KIOYEN
X.509 pna agpecauum oTnpasuTens/nonydatens AaHHbiX. B kKauvectBe ¢opMmaTa AaHHbIX, (POpPMUPYEMbIX
dyHKUMaMK, ncnonbsyetca dopmat PKCS#7 (RFC 2315) nnn CMS (RFC 2630).

5. HuskoypoBHeBble PpyHKUMM 06paboTkn KpuntTorpadmyecknx coobLLeHnn.

OaHHasa rpynna ¢dyHkumn (Low Level Message Functions) npegHasHayeHa Ans aHanornuHbIX Uenen, 4to
M rpyrnna BbICOKOYPOBHEBbIX PYHKLMN, HO obnagaeT 6onblien GyHKLUMOHANbHOCTbIO U TpebyeT OT NpUKIaAHOro
nporpamMMmcTa 6onee geTtanbHbIX 3HAHMM B 06/1aCTV NpUKIaAHON KpunTorpaduu.

7. BctpanBaHne CK3W B npuknaagHoe 0O

Mpu BcTpamBaHum CK3UW Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecnevyeHne [OMXKHbI
BbINONHATbLCSA TpeboBaHuma pasgena 9 pokymeHta XTHAM.00083-01 90 02. Kpuntollpo CSP. PykoBoacTBO
aaMuHucTpatopa 6esonacHoctn. O6was 4actb M agokymeHTa XTAWM.00083-01 90 05. Kpunto MMpo CSP.
PykoBoAcTBO nporpamMmucra.

8. TpeboBaHMs N0 OpraHM3aLMOHHO-TEXHUYECKUM U
aIMMHUCTPaTMBHbLIM MepaM obecneyeHus sKcnayaTayumm
CK3U

[OMmKHbI BbINONHATECA TpeboBaHMS NO OpraHM3auMOHHO-TEXHUYECKUM W aAMWUHUCTPATMBHbIM MepaMm
obecneueHuns 6esonacHocTn akcnayataumm CK3WN B obbeme pasgenoB 15 n 16 gokymeHTa XTAM.00083-01 90
02. Kpuntollpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoctn. Obwas yacTb.

[JononHuTenbHO, B  KA4YecTBe OpraHM3auuoHHOM Mepbl obecneyeHusa akcnayaTaumm  CK3WU,
pEeEKOMEeHAYETCA MNpuM  KaXAOW 3arpyske OnNepaumMoHHOM CUCTEMbl MNPOBEPATb LENOCTHOCTb 3allMLLUEHHbIX
CUCTEMHbIX annoB C NoOMoLWbIo yTUAnTbl sfc, Bxoasawer B coctas OC. Ana aToro Heob6xoaAnMoO yepe3 KOMaHAHY0
CTPOKY 3anyCcTuTb YyTWINTY C NpaBaMu aAMUHUCTpPATOpa W nNpoBepuTb anabl C MNOMOLbID KOMaHAbl
/VERIFYONLY.

8.1. TpeboBaHuna no noakntoveHno CK3MN anga paboTbl no
06LenOoCTYNHbIM KaHanaMm nepegaydn aHHbIX

Mpun nopknodeHnn CK3M k obwenoCTynHbIM KaHanaMm nepejayn AaHHbIX Ao/kHa 6biTb obecnedveHa
6e30nacHOCTb 3alLMLLEHHON CBA3U. PN 3TOM A0MXKHbI 6bITb ONpeaeneHbl:

e [lopagok nogkntoyeHmna CK3U K kaHana.
e BbigeneHo n1uo, oTBETCTBEHHOE 3a 6e30nacHOCTb paboTbl Mo 06WEeA0CTYNHbIM  KaHanaM.
e PazpaboTaH TMNOBOW periaMeHT 3allNLEHHON CBS3UN, BKHOYAKOLWNIA:
- NONNTUKY 6€30MacHOCTU 3alUMLLEHHON CBS3N.
- [AONYCTUMbIN COCTaB NpPUKNAAHbIX MPOrpaMMHbLIX CpPeAcTB, AN KOTOPOro JAO/MKHO 6biTb
nccnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTuBHOro BnmsiHMS Ha CK3W no kaHany nepegauu
OaHHbIX.
- nepeyeHb AOMNYCTUMbIX CETEBbIX MPOTOKOOB.
- 3alMTy CeTeBbIX COeaAnHeHUI (NepeyeHb AONYCTUMbIX CETEBbIX 3KPaHOB).
- CucTeMa W cpeacTBa aHTUBMPYCHOW 3aLUnThl.

Mopsaok nogknoveHns CK3WM k kaHanam cBs3n ponxeH ObiTb onpegeneH  3KcnayaTupylowen
opraHusaunen.

JNlnuom, oTBeTcTBEHHbIM 3@ 6e3onacHocTb paboTbl CK3UM no obwenocTynHbIM KaHanaMm, Kak npasuio,
AOJKEH 6bITb agMUHUCTPATOp 6e30nacHoOCTy.

MepeyeHb wTaTHbIX cpeacts OC, MOXeT BKKYaATbCS aAMMHUCTPATOPOM B TUMOBOM pernamMeHT 6e3
NnpoBeAEeHUsT AOMOJSIHUTENbHbLIX WCCeA0BaHUA MO  oueHke wux BAuMsAHMS Ha CK3W. Tpu 3TOM  OOMXKHbI
BbINO/THATbLCS

1. CBOEBPEMEHHOE obHoBNEeHMEe NporpaMMHbIX CPEACTB, BK/IKOYEHHbLIX B COCTAB periaMeHTa.
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2. KOHTpPOJb cpeabl GYHKUMOHMpoBaHmsa CK3U.
3. onpeneneHne n KOHTPOsb 3@ UCMOIb30BAHNEM CETEBbIX MPOTOKOOB.
4. cobnogeHne npaeun nonb3oBaHnsa CK3U n cpenoi pyHKUunMoHMpoBaHus CK3U.

Mpu wcnonb3oBaHum CK3W c ApyrMMM CcTaHAapTHbIMWM  MPOrpPaMMHbIMKM  CPEACTBaMM BO3MOXHOCTb
noaknoveHnss CK3M k obLenocTynHbIM KaHanaM nepefayn AaHHbIX JO/DKHA 6blTb onpeaeneHa TOMbKO nocie
NpoBeAeHUs! AOMOJIHUTENbHbIX UCCNEN0BaHUIA C OLLEHKON HEBO3MOXHOCTU HErATUBHOMO BAUSIHUS HapyLIMTENs Ha
dbyHKkunoHnpoBaHme CK3UM, ncnonb3yroLlero BO3MOXHOCTM 06LWeA0CTYMNHbIX KaHanoB.

Onsa otkntodeHns dyHkumin Tenemetpmn Ha OC Windows 10/Server 2016 Heo6xoAMMO BbIMNOSHUTL
cneaywume AencTems:

1. NMpoBepuTb Hanuumne n ctatyc cepsuca DiagTrack (MaHenb ynpaeneHns -> CuctemMa u 6e30nacHoCTb -
> AAMUHUCTpUpOBaHune -> Cnyxobbl).

2. Ecnn cepBuc 3anyuieH, To OCTaHOBUTD ero.

3. Ypanutb 3anuck peructpaummn cepsuca DiagTrack ns peectpa (IMyck -> BbINOAHUTL -> regedit, pasaen
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3mecb HeobxoAMMO HaWTM W ypanuUTb Nanky
DiagTrack).

4.YpanuTb NOArOTOBJ/IEHHblEe K OTNpaBKe JAaHHble, KOTOpble COXPAHAKTCA B 4eTbipex dannax ¢
pacwupeHneM *.rbs, xpaHsawmxca B aumpekTopum %ProgramData%\Microsoft\Diagnosis. NimeHa daiinos ans
production c6opok OC - event00.rbs, eventOl.rbs, eventl0.rbs n eventll.rbs. Ansa insider c6opok OC nmeHa
MOTyT OT/IMYaTbCs, MO3TOMY HeobxoauMO yaanuTb Bce dannbl C pacwupeHmeM *.rbs. [puM BO3HWMKHOBEHUMU
npobnem c ypaneHuveMm JaHHbIX dannoB Heob6xoAMMO B CBOWMCTBAxX Ha BkNagke «besonacHocTb» paspewunTtb
MONHbIN AOCTYN K danny, a 3aTeM yaanuTb.

5. OctaHoBuTb aBToMaTuyeckyto (AutoLogger) ETW ceccuio AutolLogger-DiagTrack-Listener, koTopyto
DiagTrack akTuBmMpyeT B npouecce CBOeN OCTaHOBKMU.

6. Ypanutb dann, B KoTopbl aBToMmatnyeckas (AutoLogger) ETW ceccmsa AutoLogger-DiagTrack-Listener
coxpaHsna cobpaHHble AaHHbIE.

MyTb K danny xpaHutcs B peectpoBoi 3anucm AutoLogger-DiagTrack-Listener B 3HaueHun FileName.
KoHdurypauunm aBTOMaTUYECKNX (AutoLogger) ETW ceccun HaxoaaTcs B Knoue peecTpa
HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. KoHdurypauus ueneso Ceccum XpaHUTCs B
AaHHOM Ktode nog 3anucbto AutoLogger-DiagTrack-Listener.

B HacTosLlee Bpems JaHHble coxpaHsatoTcs B dann
%ProgramData% \Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.YpanuTb 3anucb perncrtpaumm KoHdurypaumm astomatmdeckor (AutoLogger) ETW ceccum AutoLogger-
DiagTrack-Listener ns peectpa.

[JaHHble penctBmsa Heo6XoAMMO BbIMOJSIHATE MOCAE KaXaoro KYMYNATUBHOIO obHOBNEHMNS, MOCKOJ1bKY
AaHHble obHoBnEeHuN ABNAKOTCA no Cymu NOJIHOM I'IEDEYCTaHOBKOﬁ (0]® n yAaneHHblE  CEPBUCHI
BOCCTaHaBJIMBaKOTCA.

9. TpeboBaHuga no 3awmte ot HCA

CK3U Kpuntollpo CSP B BapuaHTe ucnonHeHumsa 1 (knacc 3awmtbl KC1) npu yCnoBuM BbIMOSHEHUS
TpeboBaHmin HacToswero PykoBoactBa obecneumBaroT 3awWmTy KoHdOUAEHUMANbHOW MHGMOPMauUUK OT BHELUHEro
HapyLlwuTens, CaMOCTOATENbHO OCYLEeCTBASIOWEro co3jaHwe MeTOA0B M CPeAcTB peanusauum atak, a Takxe
CaMOCTOATENIbHO peanun3yoLero aTaku.

CK3U Kpuntollpo CSP B BapuaHTe ucnonHeHus 2 (knacc 3awmutbl KC2) c MAK 3awmntbl ot HCA “Cobonb”
nun6o “Akkopa AMA3"” npu ycnoBumu BbINOAHEHUA HacTosawmx MNpaBun obecneunsaroT 3alNTY KOHPUAEHUMANBHON
MHMOPMaUUKN TakxXKe OT BHYTPEHHEro HapyluTens, He SBASIOLErocsl Nnosb30BaTeNeM CPeACTB BblYMCNTENbHOM
TEXHWKM, Ha KoOTopbiXx peanu3oBaHbl CK3W wn noacuctema nporpammHorn COK, camocToaTenbHO
OCYLLECTBMSIOLWEro co3AaHne MeTOAOB M CPeACTB peanu3auum aTak, a TakXe CaMOCTOSTeNbHO peanv3yloLiero
aTakw.

3anpewaetcs ucnonb3osaHme CK3W Kpuntollpo CSP B cnyuyae obHapyxeHus oTkasa obopyaoBaHus
nun6o nporpammHoro obecneveHus MAK 3awmtel ot HCA.

9.1. OpFaHM3aLI,VIOHHO-TeXHMLIeCKI/Ie Mepbl 3alWnTbl OT HCA

JosmxkeH 6bITb peannsoBaH Cﬂe,qerU.lMVI KOMMNAeKC opraHn3aunoHHO-TEXHUYECKNX MEP 3allnTbl OT HCA:
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5.B cucreme peructpupyetca OAWH nMonb3oBatenb C uMMeHeM root, obnagawowmin  nNpaBamu
aAMWHUCTpaToOpa, Ha KOTOpOro Bo3naraerca o06s3aHHOCTL KoOHdurypmpoats OC Windows, HacTpauBaTb
6e3onacHocTb OC, a Takxke KOHpurypmposaTtb [N3BM, Ha koTopyto ycTtaHoBneHa OC Windows.

6. 0ns aaMuMHUCTpaTopa BblIbMpaeTcs HaAeXHblW napofib Bxo4a B CUCTEMY, YAOBIETBOPSHOLLMMN
cnegyrowmm TpeboBaHuaAM: AnuHa naposas He MeHee 6 CMMBOMIOB, CpeAu CMMBOJIOB MNaposisi BCTpevaroTcs
3arnaBHble CMMBOJIbI, MPOMUCHbIE CUMBOJbI, UNUdPblI U CNeunanbHble CUMBOJIbI, CPOK CMeHbl Maposisi He pexe
OAHOro pasa B Mecsil, AOCTYN K Naposito AoJxXeH 6biTb obecnedeH TOIbKO Noab30oBaTento root.

7. Bcem nonb3oBaTensM, 3apeructpupoBaHHbiM B OC Windows, agMMHUCTpaToOp B COOTBETCTBUU C
NONNTMKOMN 6e30MacHOCTU, NMPUHATOM B OpraHusauum, daeT MUHMMaNbHO BO3MOXHble ANS HOpMasbHOM paboTbl
npasa. Kaxablh nonb3osatenb OC Windows, He sBASOWMACA agMUHUCTPATOPOM, MOXeT npocMaTtpuBaTb W
peAakTMpoBaTb TO/IbKO CBOM YCTAaHOBKW B paMKax rnpas AOCTyna, Ha3Ha4yeHHbIX eMy aAMUHUCTPaToOpPOM.

8. Ha komMnbioTepe ycTaHaBnmBaeTcss Tonbko ogHa OC Windows. He ucnonb3ylT HecTaHAapTHble,
M3MEHEHHblIE MNn oTnagoyHblie Bepcnm OC Windows Takme, Hanpumep, kak Debug/Checked Build. Ha Bcex HDD
OOJXHa 6bITb YycTaHoBNeHa darinosas cucrtema NTFS.

9. MpaBa goctyna K kaTtanoram %Systemroot%\System32\ Config, %Systemroot%\System32\SPOOL,
%Systemroot% \Repair, %Systemroot%\COOKIES, %Systemroot%\FORMS, %Systemroot%\HISTORY,
%Systemroot%\SENDTO, %Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe dannam
boot.ini, autoexec.bat, config.sys, ntdetect.com n ntldr gomxHbl 6bITb YCTaHOB/IEHbI B COOTBETCTBUM C
NnoANTMKOM 6e30nacHOCTM, NPUHATOM B OpraHM3aumm

10. JomxHbl 6bITb yCTaHOBMEHbI OrFpaHM4YeHUs Ha AOCTyn Mofnb3oBaTenel K CUCTEMHOMY peecTpy B
COOTBETCTBUM C MPUHATOM B OpraHms3aumn nonutukon 6e3onacHoCTW, 4To peanusyetcs npu nomowm ACL wnm
YCTAaHOBKOM NpaB AoCTyna npu Hannumu NTFS.

11. JosmkHa 6bITb UCKKOYEHA BO3MOXHOCTb YAa/NeHHOro peaakTMpoBaHMa CUCTEMHOIO peecTpa.

12. JonxHa 6biTb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB n NOTOKOB B COOTBETCTBUM
c TpeboBaHmMAMM 6€30MacHOCTM BCEM CUCTEMbI B LIENIOM.

13. Ecnn HeT HeobxoaAMMOCTM, He cneayeT UCnosb3oBaTb NpoTokos SMB. B cnyyae HeobxoamMmocTum
MCMoNb30BaHMs npoTokona SMB napamMeTpsbl EnableSecuritySignature (REG_DWORD) 7]
RequareSecuritySignature(REG_DWORD) B Knye HKLM\System\CurrentControlSet
\Services\LanManServer\Parametrs [o/mxHbl 6bITb YCTAHOB/EHbI CO 3HAYEHMSAMU 1.

14.Y rpynnbl Everyone fosxHbl 6bITb yaaneHbl BCe NpUBUIIErUN.

15. lonxxeH 6bITb NepenMeHoBaH nosb3oBaTesb Administrator.

16. JosmkHa 6bITb OTKNOYEHA Y4YeTHas 3anucb Ansa roctesoro exoaa (Guest).

17. JonkHo 6bITb WCKMIOYEHO WCMOMb30BaHWE pexuMa aBTOMaTM4Yeckoro BXOAa MNONb3oBaTeNs B
OMEepaLMoHHYIO CUCTEMY MPU ee 3arpyske.

18. JloKHO 6bITb OrpaHnMyeHo C y4yeTom Bbl6paHHOVI B OpraHunaunn noJIMTuKn

6e30nacHOCTM UCNOJSIb30BaHME MoIb30BaTENAMMU CepBUCaA Scheduler.

19. [loskeH 6bITb OoTKNOYEH cepBmc DCOM.

20. JonxHbl 6bITb OTK/IHOYEHbI CETEBbIE MPOTOKOJbI, HE UCMOJIb3yeMble Ha AaHHOM MN3BM.

21. B cny4dae nogkntodeHms NM3IBM ¢ yctaHoBneHHbIM CK3U k 06WwenocTynHbIM CETSM nepenavm AaHHbIX
AO/MKHO 6biTb UCKIOYEHO ucnosnb3oBaHue JavaScript, VBScript, ActiveX u apyrux nporpamMMHbiX 06beKkToB,
3arpyxXaembiX U3 ceTu.

22. lonxHa 6biTb MCKIOYEHA BO3MOXHOCTb CETEBOr0 aAMWHUCTPUPOBaHUA AN BCEX, BKAYasA rpynny
Administrators.

23. [lonxeH 6bITb 3aKpbIT AOCTYN KO BCEM HE MCMOJIb3yeMbIM NOPTaM.

24. [lomxkHbl BKAOYaTbCA (GUNbTPbl Naposiei, ycTaHaBNIMBaeMble BMecTe C naketamm obHoBneHuit OC
Windows.

25. JomxHbl 6bITb UCKTHOYEHBI MCNOJTHEHUE N OTKpbITUE (halinoB, MNONYYEHHbIX N3 06LWenOCTYMHbIX ceTen
nepepayn faHHbixX, 6e3 npoBeAeHMs COOTBETCTBYHOLMX NPOBEPOK Ha NpeaMeT coAepXaHus B HUX NPOrpaMMHbIX
3aKiagoK n BUPYCOB.

26. JonxHbl 6bITb yAaneHbl Bce obwmne pecypcbl Ha NMIBM c yctaHoBneHHbIiM CK3U «Kpuntollpo CSP» (B
TOM 4yuCfe M co3gaBaeMbie MO yMosvaHuio npu yctaHoBke OC Windows), koTopble He mcnonb3ylTcs. pasa
AO0CTyna K ncnonb3yemblM 06WMM pecypcaM A0/KHbI H6biTb 3aaHbl B COOTBETCTBUM C NOSIMTUKOM 6e30MacHOCTU
NMPUHSATON B OpraHusauumu.

27.MNocne yCTaHOBKM OMepauuoHHON CUCTeMbl M3 KaTanora %Systemroot%\System32\Config gonxeH
6bITb YaaneH garin sam.sav.

28. [lo/mKHbI MCNosb30BaThCs Hanbonee 3awueHHble NPOTOKO/bl ayTeHTuduKkaumm, peanmsoBaHHble B
Windows, ecnun dyHkumoHmpoBaHne CK3U He npeaycmaTpvBaeT NpUMeEHeEHUe ApYrnx NpoTOKOMOB.

29. o BO3MOXHOCTU crieayeT NPUMEHSTb CaMble cuiibHble WwabnoHbl 6e3onacHocTu (Templates).

30. JonxHa 6biTb pa3paboTaHa cMcTeMa Ha3HaAYeHUA U CMEHbl Naposen.

31. JonxHO 6bITb 3anpeLleHo MCnob3oBaHne PyHKLMN pe3epBHOro KONMpOBaHWUS Naponen.

32. JomkHbl 6bITb OTK/HOYEHbI PeXMMbl OTO6pakeHMs OKHa BCeX 3aperncrtpupoBaHHbiX Ha [12BM
nonb3oBaTtesnien n 6bICTPOro NepeKstoYeHns Noab3oBaTenen.

33. JomkHa 6biTb OTK/OYEHA BO3MOXHOCTb YAA/IEHHOIO0 agMUHUCTPUpoBaHus M3BM C ycTaHOB/EHHbIM
CK3U «KpunTtollpo CSP».
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34. JomKHO 6biTb OrpaHMYeHO KONMYEeCTBO HeyAauHbiX MOMbITOK BXOAa B CUCTEMY, B COOTBETCTBME C
noNnTMKOM 6e30nacHOCTM, NPUHATOM B OpraHu3aumu. PekoMmeHayeTcs 6nokuMpoBaTb CUCTEMY MoOCne Tpex
HeyZAayHbIX MOMbITOK.

35. [Jo/IXHbI MCMONb30BaTbCA CMCTEMA ayAuTa B COOTBETCTBME C MOJNMTUMKOM 6e30MacHOCTU, NMPUHATON B
opraHu3aunu, n OpraHnu3oBaH perynsipHblii aHanu3 pe3ynbTaToB ayauTa.

36. [lo/mkeH NpoOBOANTBLCS peryssipHbliA MPpOCMOTP coobleHnin B XXypHane cobbitui Event viewer.

37. 0C Windows gonxHa 6biTb HacTpoeHa Ha 3aBeplieHne paboTbl NpU NEPENOSIHEHUN XypHasna ayauTa.

38. JonmxHa 6bITb obecneyeHa HEBO3MOXHOCTb Moaundukaumm OC Windows uyepe3 o6wenocTynHbie
KaHanbl nepenavn aaHHbix (Windows Update, Remote Assistance, v 1.n.).

39. Nocne nHctannaunm OC Windows gonxkeH 6bITb yCTaHOBNEH MocneaHnii opunumnanbHbii Service Pack
oT umpmbl Microsoft, cywecTByrowmin Ha MOMeHT ycTaHoBku OC.

40. Jo/mKHbI UCNOAb30BaTbCA MNOANMCAHHbIE ApanBepbl.

41. Ha Bce aAnpekTopuu, cogepxawme cuctemHole dannbl Windows u nporpaMmbel n3 komniekta CK3WU,
OOMMKHbI  BbITb  yCTaHOBMEHbI MpaBa AOCTyna, 3anpeljallme 3annucb BCEM  MNOMb30BaTENSAM, KpoMe
AamuHucTtpartopa (Administrator), Co3gatens/Bnagensua (Creator/Owner) n Cucrtemsbl (System).

42. fomkHa 6bITb MCKIOYEHA BO3MOXHOCTb CO34aHUS aBapuUMHOro gamna onepaTUBHOW MaMaTh, Tak Kak
OH MOXET coAepXaTb Kpuntorpadunyeckm onacHy nHbopMaumio.

9.2. Hactpouka cucrtemHoro peectpa OC Windows npu yctaHoBKe
CK3u

Ha MN3BM c¢ OC Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2 npwun yctaHoBke CK3U
HeobXxoAMMO NPOBECTU HACTPOMKY CUCTEMHOMO peecTpa:

B Kn4ye

HKLM\System\CurrentControlSet\Control\LSA, yctaHoBuTb napameTp RestrictAnonymous
(REG_DWORD) co 3HayeHneM 1 ang UCKNYeHUs A0CTyna aHOHMMHOro nonb3oatens (null-session) kK cnncky
pasaensieMblX PeCcypcoB, a TakXe AJ151 UCKIIYEHNS A0CTyna K COAepXMMOMY CUCTEMHOIO peecTpa;

Anga  UCKNKYEHUA  YTEYKU VIHCbOpMaU,VIVI npun nepegadye  AaHHbIX N0 WMEHOBAHHOMY KaHany

\\server\PIPE\SPOOLSSyznanuTtb nMms SPOOLSS n3 Kto4va
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;
B K/ltoUe

HKLM\System\CurrentControlSet\Services\LanManServer\Parameters = ycTtaHOBMTbL  MapamMeTpsbl
AutoShareWks n AutoShareServer, umetowme Tun REG_DWORD, co 3HadyeHnem 0 ans 3anperta aBTOMaTU4eCKOro
CO3JaHMS CKPbITbIX COBMECTHbIX PECYpPCOB;

B Ko4e

HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon YCTaHOBUTb napameTp
CashedLogonCount (REG_DWORD) co 3HaueHMeM 0 Ans OTKIOYEHUS KIWNPOBAHUS Naposien NocneaHuX 4ecsaTu
rnonb3oBaTeNen, BOWEALWNX B CUCTEMY;

B Kn4e

HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - uMs >ypHana ans
KOTOpPOro cfieayeT oOrpaHuMumTb AOCTyn nonb3oBatensiM rpynnbl  Everyone) ycTaHOBUTb napameTp
RestrictGuestAccess (REG_DWORD) co 3HayeHMeM 1 Ans UCKIKYEHUS AOCTyna rpynnbl Everyone K CUCTEMHOMY
XKYPHaNy v XypHany NpuioXeHUN;

B K/touye HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment ycTaHOBUTb
napameTtp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM 1 ansa BK/IKOYEHMS MEXaHu3Ma 3aTupaHus
darina noakauku npu nepesarpyske;

B kntove HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTaHOBUTb B COOTBETCTBUM C
NONNTMKOM 6e30MacHOCTU MNPUHATOM B OpraHu3aunM paspeleHnsl Ha A[OoCTyn K napaMeTpy winreg Aans
orpaHuyeHusl yaaneHHoro Aoctyna K peecTpy;

B KnK4e

HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ YyCTaHOBUTb napaMeTp
AllocateFloppies (REG_SZ) co 3HauyeHneM 1 ana WUCKAKYEeHWs napannienbHOro WUCnosb30BaHUS AUCKOBOAA AN1S
rmbknx ANCKOB;

B kmoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBuTb napameTp AuditBaseObjects
(REG_DWORD) co 3Ha4veHueM 1 ana BkAOYeHUS ayanTa Ha 6a3oBble 06bEKTbI CUCTEMDI;

B Kknoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBuTb napameTp FullPrivilegeAuditing
(REG_BINARY) co 3HauyeHueM 1 ons BKAKOYEHUS ayauTa NpuMBUNErun;
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AN UCKJTIOYEeHMsa nepeaadn napons nosib3oBaTtenen no cetu B oTkpbiToM Bmae (OC Windows 2000) B
Kaoue HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters YyCTaHOBUTb napameTp
EnablePlainTextPassword (REG_DWORD) co 3HaueHuem 0.

9.3. Ncnonb3oBaHne CK3U co ctaHA4apTHbLIMU MPOrpaMMHbIMU
cpencrsamm COK

MporpamMmMHoe ob6ecneyeHne CK3UM  XKTAW.00083-01 no3BoNsi€T  MCMNOMb30BaTb  POCCUICKME
KpuATorpauyeckue anroputMbl U cepTudMKaTbl OTKPbITbIX KAo4en cTaHpgapta X.509 ¢ pasnuuHbiM
nporpamMMHbiM obecneyeHnem Microsoft:

Llentp Ceptudmkaumm - Microsoft Certification Authority, Bxogsawmin B coctaB Windows 2000 Server,
Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server, Windows 2012
Server, Windows 2012R2 Server.

dnekTpoHHas noyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003, Office XP, Office
2000).

DnekTpoHHas noyta - Microsoft Outlook Express B coctaBe Internet Explorer/Edge.
Microsoft Word, Excel, Info Path u3 cocrtaBa Microsoft Office 2003, 2007.
CpenctBa KoHTpons uenoctHoctu MO, pacnpocTtpaHsieMoro no cetu - Microsoft Authenticode.

Cnyx6bl TepmuHanos ans Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server (Bkato4yas w3 cyx6 TepMuHanoB).

3awwuTta TCP/IP coeauHeHuir B cetu WHTepHeT - npoTtokon TLS/SSL npu B3ammoagencteum Internet
Explorer/Edge — web-cepsep IIS, TLS-cepsep, TLS-knueHT (IE).

e SQL-cepsep.

e ISA/TMG cepBep.

e CepBep TepMMHanoB un knmeHT (RDP).

e CpeacrtBa dyHKUMOHMpPOBaAHUSA KoMMiekca paspabotkmn OO0 «KPUTMTO-TMPO» Kpunto-Tpo YU,
Kpuntolpo OCSP, Kpuntollpo TSP, KpnuntoAPM, CryptCP, KnueHT Kpmntollpo HSM.

9.4. TpeboBaHusa no opraHusaumm CK3M ceTeBOro NnoaKAYeEHUs K
KOpnopaTUBHbIM CETSM U ceTaM obliero goctyna.

Mpn nopknodeHun CK3W k obweaoCTynHbIM KaHanam nepejayu AaHHbIX Ao/kHa 6biTb obecnedveHa
6e30nacHOCTb 3alUMLLEHHOW CBA3U. PN 3TOM A0MXKHbI 6bITb ONpeaeneHbl:

e [lopsgok nogkntouveHmns CK3U kK kaHanam.
e BbigeneHo nuuo, oTBeTCcTBeHHOe 3a 6e3onacHoCcTb paboTbl MO 06WEAOCTYNHLIM  KaHanaM.
e Pa3zpaboTaH TMNOBOW pernaMeHT 3alMIWEHHON CBA3WN, BKIKOYAOLWMNIA:
- NOINTUKY 6€30MacHOCTM 3aLMLLEHHON CBA3MW.
- AOMYCTUMbIN COCTaB MPUKAAAHbIX MPOrpaMMHbIX CpeacTB, A1 KOTOPOro AOIKHO 6biTb
nccnenoBaHo M 060CHOBAHO OTCYTCTBME HeratTuBHOro BAMSHUSA Ha CK3W no kaHany
nepegayun AaHHbIX.
- NepevyeHb A0NYCTUMbIX CETEBbIX NPOTOKOJ/IOB.
- 3aWMTYy CETEBbIX COeAMHEHUN (NepevyeHb 40MYCTUMbIX CETEBbIX 3KPAHOB).
- CucTeMa n cpeacTtBa aHTUBUPYCHOM 3aLUNThI.

Mopsaok nogkniouveHns CK3WM Kk kaHanam cBs3n  gosxeH ObiTb onpegeneH 3KcnyaTUpylowen
opraHmsauuen.

Jlnuom, oTBeTCTBeHHbIM 3a 6e3onacHocTb paboTtbl CK3UM no obuwenocTtynHbiM KaHanaMm, Kak npasuio,
AOMKeH 6bITb aaMMHUCTpaTOp 6e30nacHoCTH.

MepedeHb wTaTHbIX cpeacts OC, MOXeT BKIOYaTbCA aAMUHUCTPATOPOM B TWUMOBOW pernaMmeHT 6e3
NpoBefeHUs AOMOSIHUTENbHbLIX WCCNeA0BaHUA MO OLEeHKe UX BauaHus Ha CK3W. TMpu 3TOM  A0SKHbI
BbIMNOHATLCS

e cCBOEBpeMeHHoe 06HOoBNEHME NPOrpaMMHbIX CPEACTB, BK/KOYEHHbIX B COCTaB pernamMeHTa.
e KOHTPO/b Cpeabl PyHKUMOHMpoBaHUa CK3W.

e OnpeaesieHrMe U KOHTPO/b 3a UCMOJIb30BaHMEM CeTEBbIX NMPOTOKOJIOB.

e cobniogeHne npasun nonb3osaHmnsa CK3W u cpepoli dyHkumMoHnposaHusa CK3U.
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Mpu wucnonb3oBaHnn CK3W ¢ papyrumMm CcTaHAapTHbIMWM  MPOrpaMMHbLIMKU  CPeACTBaMM  BO3MOXHOCTb
noakntoyeHmns CK3U k oblwenocTynHbIM KaHanaMm nepegadun AaHHblX Ao/MkHa ObiTb onpeaeneHa TOMbKO nocne
npoBeAeHNs AONOSIHUTENbHbIX UCCIeA0BaHMN C OLLEHKOM HEBO3MOXHOCTU HEraTUBHOMO BANAHUS HapyLIUTENs Ha
dyHKUMOHUpoBaHme CK3W, ncnonb3yroLero BO3MOXHOCTM 06LLeA0CTyNHbIX KaHanoB.

10. TpeboBaHusa No KpunTorpaduyeckomn sawmTe

o [10NHbl BbINONHATLCA TPeboBaHUA NO KpunTorpaduyeckomn 3awwmre pasaenos 15 un 16 u
AokymeHTa HKTAN.00083-01 90 02 B yactu, Kacarouwerica OC Windows.

e [lepepn Havyanom paboTbl AOMKEH ObITb NPOBEAEH KOHTPO/Ib LLE/IOCTHOCTH.

e KOHTpO/IEM LLeNOCTHOCTU A0/1XKHbI ObITb OXBa4veHbl cneaytoume daibi:

Windows 32-bit:

accord.dll, bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcng.dll, cpcrypt.dll, cpcspi.dll, cpesphe.dll, cpespr.dll,
cpenroll.dll, cpext.dll, cpintco.dll, comail.dll, cplicmgmt.dll, cprdr.dll, cprevchk.dll, corndm.dll, cpscard.dll,
cpschan.dll, cpsecur.dll, cpsspap.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, provtest.exe, csptest.exe,
dallas.dll, ds199x.dll, dsrf.dll, emv.dll, fat12.dll, hsmmgmt.dll, hsmtray.exe, pcsc.dll, reg.dll, ric.dll, rndm0.dll,
sable.dll, setuputils.dll, snet.dll, wipefile.exe, winlogonmgmt.dll, cpcspfkc.dll, cpuifkc.dll, fkchdimg.dll, airkey.dll,
cpExSec.dll, cpMSO.dll, cpssisdk.dll, cpxml5.dll, serial.dll, setuptest.exe, genkpim.exe, rtSupCP.dll, uec.dll,
gemfkc.dll, cpet.dll, uec_tool.exe, cpcvcert.dll, cpkdc.dll, cpkrb.dll, cprastls.dll, cpoutim.dll, apmdz.dll,
charismathics.dll, cpcsp.dll, CProDspr.dll, cpssl.dll, cptls.dll, esmarttoken.dll, etok.dll, eTokFKC.dll, inpaspot.dll,
isbc.dll, jeard.dll, MagistraFKC.dIl, mskey.dll, rtSupCPFKC.dIl, RutokenSDReader.dll, cpdrvlib.sys, cpksp.sys,
CProCtrl.sys, usbccid.sys, inetcomm.dll, rastls.dll, wininet.dll, msi.dll, crypt32.dll, schannel.dll, kerberos.dll,
cpenroll.dll, cryptsp.dll, sspicli.dll.

Ona OC Windows Server 2008 noa KOHTpPO/SIEM LESIOCTHOCTU BMecTo bubnunotek cryptsp.dll u sspicli.dll
HaxoasaTcsa bubnuotekn advapi32.dll n secur32.dll.

Windows 64-bit
accord.dll, bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcng.dll, cpcrypt.dll, cpcspi.dll, cpesphce.dll, cpespr.dll,
cpenroll.dll, cpext.dll, cpintco.dll, comail.dll, cplicmgmt.dll, cprdr.dll, cprevchk.dll, cprndm.dll, cpscard.dll,
cpschan.dll, cpsecur.dll, cpsspap.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, provtest.exe, csptest.exe,
dallas.dll, ds199x.dll, dsrf.dll, emv.dll, fat12.dll, hsmmgmt.dll, hsmtray.exe, pcsc.dll, reg.dll, ric.dll, rndmO.dll,
sable.dll, setuputils.dll, snet.dll, wipefile.exe, winlogonmgmt.dll, cpcspfkc.dll, cpuifkc.dll, fkchdimg.dll, airkey.dll,
cpExSec.dll, cpMSO.dll, cpssisdk.dll, cpxml5.dll, serial.dll, setuptest.exe, genkpim.exe, rtSupCP.dll, uec.dll,
gemfkce.dl, cpet.dll, uec_tool.exe, cpcvcert.dll, cpkdc.dll, cpkrb.dll, cprastls.dll, cpoutim.dll, apmdz.dli,
charismathics.dll, cpcsp.dll, CProDspr.dll, cpssl.dll, cptls.dll, esmarttoken.dll, etok.dll, eTokFKC.dll, inpaspot.dll,
isbc.dll, jcard.dll, MagistraFKC.dIl, mskey.dll, rtSupCPFKC.dIl, RutokenSDReader.dll, accord64.dll, bio64.dll,
cpadvaib4.dll, cpcertocm64.dll, cpconfigbd.cpl, cpcngb4.dll, cperypt64.dll, cpespibd.dll, cpcsphcee4.dll,
cpcspr64.dll, cpenroll64d.dll, cpext64.dll, cpintco64.dll, comail64.dll, cplicmgmt64.dll, cprdré4.dll, cprevehk64.dll,
cprndm64.dll, cpscard64.dll, cpschan64.dll, cpsecur64.dll, cpsspap64.dll, cpsuprt64.dll, cpuied.dll, cpverify64d.exe,
cpwinet64.dll, provtestb4.exe, csptest64.exe, dallas64.dll, ds199x64.dll, dsrfe4.dll, emv64.dll, fat1264.dll,
hsmmgmt64.dll, hsmtray64.exe, pcsco4.dll, regb4.dll, ric64.dll, rndm064.dll, sable64.dll, setuputils64.dll,
snet64.dll, wipefile64.exe, winlogonmgmt64.dll, cpcspfkc64.dll, cpuifkcb4.dll, fkchdimg64.dll, airkey64.dll,
rtSupCP64.dll, uec64.dll, gemfkc64.dll, cpetb4.dll, uec_tool64.exe, cpcvcert64.dll, cpkdc64.dll, cpkrb64.dll,
cprastls64.dll, cpoutim64.dll, apmdz64.dll, charismathics64.dll, cpcsp64.dll, CProDs6464.dll, cpssl64.dll,
cptls64.dll, esmarttoken64.dll, etok64.dll, eTokFKC64.dll, inpaspot64.dll, isbc64.dll, jcard64.dll, MagistraFKC64.dll,
mskey64.dll, rtSupCPFKC64.dIl, RutokenSDReader64.dll, cpdrvlib64.sys, cpksp64.sys, CProCtrl64.sys,
inetcomm.dll, rastls.dll, wininet.dll, msi.dll, crypt32.dll, schannel.dll, kerberos.dll, cpenroll.dll, cryptsp.dll,
sspicli.dll.

Ona OC Windows Server 2008 noa KOHTponeM LEeNoCTHOCTU BMecTo 6ubnuoTtek cryptsp.dll n sspicli.dll
HaxoasaTcsa bubnuotekn advapi32.dll n secur32.dll.
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B cnyyae ecnu uenocTHOCTb AaHHbIX 6MBNMOTEK HapylleHa B pe3ynbTaTe 06HOBNEHMS ornepaunoHHOMN
cuctembl, Heobxoanmmo obpatmTtbecsa k paspaboTumky CK3WM 3a pa3bsSCHEHUSIMM O BO3MOXHOCTWU MPOAOSIKEHUS
ncnonb3oBaHnsa CK3M Ha gaHHOM cucTeMme.
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MpunoxeHne 1. KOHTpOb LEeoCTHOCTM NporpaMMHoro obecneveHus

Moaynb cpverify.exe NMO3BOJIAET OCyLWEeCTBNATb KOHTPOJIb LUENTIOCTHOCTU YCTAHOB/EHHOIo nNporpaMMHOro

obecneyeHuns.

KoHTponb uenocTtHocTM ¢anioB OCyLWeCTBASAETCA Npu 3arpy3ke danna Ha ucnosiHeHue (u

nepnognyeckn Bo BpemMs BbII'IOJ'IHeHVIﬂ) nnn Npun py4yHoM 3anycke nporpaMmbl KOHTPOJIA LENOCTHOCTHN (CM. onuuto

—-rV HUXe).

Mpy MNOMOLWM NEepeYUCNIEHHBbIX HUXe onuuii Moaynb cpverify.exe MoxeT ObITb MCMNOSb30BaH Ans
CneayLWwmx KOHTPOSbHbIX Lienein:

o cpverify -r2x out_file [xmlcatname] - dopmuposaHne xml-daina c umeHem out_file,
cofep)allero cnmcok dainos, Haxoaswmxcs B katanore xmlcatname noa KoHTponem
LLeNOCTHOCTH;

e cpverify —x2r in_file [xmlcatname] - yctaHoBneHue noa KOHTPOSb LENOCTHOCTM alnoB m3
kaTanora xmlcatname, nepeuncnenHbix B xml-cdanne c umenem in_file;

e cpverify —xv in_file [xmlcatname] - npoBepka uenocrtHocTn annos n3 Katasnora
xmlcatname, nepeuncneHHbix B xml-ganne c nmeHem in_file;

e cpverify —rv [ xmlcatname] - npoBepka uenocrHoctn ¢ainoB U3 katanora xmlcatname;
e cpverify —-xm in_file out_file [xmlcatname] - BbluMcneHne 3Ha4eHns xew-PpyHKUUN ans
Kaxaoro n3 annos, cogepxawmxca B katanore xmlcatname v nepeuncnenHolx B xml-canne ¢

mMmeHeM in_file, n 3anncb nony4yeHHbIX 3Ha4YeHu B Xml-danin c nmeHem out_file. Tekyuiee
3HayeHne xew-PyHKUNIM Npu 3TOM 3aMeHSIETCS Ha BHOBb MOCYMTAHHOE.

e cpverify -rm [xmlcatname] - BbluncneHne 3HauYeHus Xew-PyHKLMN 4Ns Kaxaoro us gannos,
cogepxawmxcs B katanore xmlcatname. Tekyuwee 3HadyeHne xew-dYHKLUMN NPpU 3TOM 3aMeHseTCs
Ha BHOBb MOCYMTAHHOE.

e cpverify —d [cathame] - yaaneHune katanora catname un3s cnmcka KOHTpP/IMpPYyeMbIX aliios.

e cpverify -mk filename - BbiuncneHmne 3HauyeHnsa xew-dyHkumu ansa danna c umeHeM filename.

Bo Bcex nepeuyuncrieHHbIX Bbile ClyyasX, ec/in He yKa3aHo UMSA Katanora xmlcatname, TO

npUHMMaeTCcs UMsl KaTasora CPCSP, UCMOIb3YEMOE CSP ANS KOHTPOJIS LLESTIOCTHOCTU BXOASILLUNX B ero
coctaB Moaynei. CnMCOK KOHTPONMPYEMbIX MOAY/IEN 3aBUCUT OT UCMOSIHEHMS N MOXET 6bITb
nonyyeH npm nomown komaHabl cpverify —r2x in_file cpcsp.

Ons Toro, 4ytobbl NMOCTaBUTb MOA KOHTPOJiIb LIENOCTHOCTM YCTaHOB/IEHHOE MporpaMMHoe obecrnedyeHue,
HY>XHO BbIMOSIHUTb CNeAYoLLY0 NoC/1ea0BaTeNlbHOCTb AENCTBUIA:

1.

Cozpatb xml-ain, coaepxalinii CMMCOK YCTaHaBANBAEMbIX NO4 KOHTPOJIb LEOCTHOCTH
darinos. JaHHbIn Xxml-haiin AonKeH UMETb CrieayoLly CTPYKTYpY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
</CProlntegrity>

3anyctutb moaynb cpverify —xm in_file out_file TestControl, ykasas B kauecTtse
napameTpa in_file nma cosganHoro xml-ganna. PesynbTaTtoMm paboTbl Mmogynsa 6yaeT aBAsaTbCS
xml-gdann c nmeHem out_file, cogepxalmn BbluMCNEHHbIE 3HAUYeHUS Xew-hYHKLUKN ans
nepeuuncneHHolx B in_file ¢alinos n nmerowmn cneayowyro CTpyKTypy:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>

<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
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<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948C0OBF6D5DD153D255FE86</T
ag>

</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCD8EQ07B1D7A7D6</
Tag>

</entry>

</catalog>

</CProlntegrity>

3. YCTaHOBWTb NOA4 KOHTPO/b LEIOCTHOCTU dansbl, AN KOTOPbIX 6bl10 BbIYMCIEHO 3HAaYeHMe XelLl -
dyHKumMn, ncnonbsys moaynb cpverify —x2r in_file TestControl, rae napametpom in_file
agnserca xml-gain, NoNyyYeHHbIW B pe3ynibTaTe BblYMC/IEHUS 3HauYeHUsl Xew-(pyHKUUN B NyHKTe
2.

[Tocne obnoBeHnst Windows BO3MOYKHO BO3HHKHOBEHHUE OIIMOKH TPH MPOBEPKE XAIII-3HAYCHUIN
cUcTeMHbIX OubnnoTek, ucnonbdyeMbix CK3UM. D10 Oynmer oTpaxeHO B CUCTEMHOM JKypHaje, Kyaa 1o
YMOJTYAHHIO 3alMCBHIBACTCS MH(POPMAIUS O pe3yibTaTe MPOBEACHUS KOHTPOJS LEIOCTHOCTH. B 3TOM
cllydae HeoOX0UMO:

® YBEJOMUTH Pa3padOTYMKa O HECOOTBETCTBHM XJII-3HAYCHUH CHCTEMHBIX OMOIMOTEK C IENbI0
MMOCTAaHOBKM PAOOT IO MPOBEACHUIO aHajdn3a OOHOBJIEHHBIX CHCTEMHBIX OHMOIHOTEK, HCIOJIB3YEMBIX
CK3U ycTaHOBIEHHBIM MOPSAIKOM;

® Ha MEPUO/J /10 MOIY4YECHUs PE3yIbTaTOB UCCIIECJOBAHUM Cle10BaTh HHCTPYKLUMSIM pa3paboTuuKa,
MOJTyYCHHBIM UM W3 CTICIUATN3UPOBAHHON OpraHU3aIHH.

Jns yposueir 3amutel KC2 u KC3 HeoOxomumo (mns KCI1 pexkomeHayercsl) BKIIOUUTH
YCUJICHHBIA peXUM pPabOThl KOHTPOJS LEIOCTHOCTH, KOTOPbIH Onokupyer pabory CK3U B ciyuae
BO3HUKHOBEGHUS  yKa3aHHOW  ommOku. Jlns  sroro  HeoOxomumMo  100aBUTH B peecTp
(\WREGISTRY\WMACHINEWSYSTEM\\CurrentControlSet\\Control\\Session Manager\\CProlntegrity)
napametp HaltFileCorrupt oTnuyHBbIi OT HYJIS.

Hnst ypoBast 3amuthl KC1 mipu nomydeHun paspenieHus: OT pa3padoTuuKa JOIMycKaeTcsi OOHOBUTH
3HaYeHUS XAUI-PYHKIUN A1 JaHHBIX OMOIMOTEK C MOMOIIBI0 KOMaHIbI

cpverify —mksystem.

MpunoxeHune 2. Cnyx6bbl cepTudmnkKaunm onepatmoHHON CUCTEMDI
Windows

Beayuime MupoBble MPOM3BOAUTENN CUCTEMHOMO M MPUKIAAHOrO MPOrpaMMHOro obecrneyeHusi aKkTUBHO
WHTErpupylT pELIEHMs, OCHOBaHHble Ha WHGPacCTpyKType OTKPbITbIX K/OYEN B OMepaLMOHHbIE CUCTEMbI U
NpUNoOXeHUsi. SpKUM MNPUMEpPOM sIBAsSieTCs onepaumoHHas cuctema Windows, NOMHOCTbIO noaAepikuBatoLas
NOK.

B onepauwnoHHoli cucteme Microsoft Windows B nonHoM obbeme peanusoBaHa WHdpacTpykTypa
OTKPbITbIX KJtoYer. 3Ta WHdpacTpykTypa npeacrtasnsetr coboir uMHTeErpMpoBaHHbIN Habop cnyxb6 mn cpeacrs
aAMWHUCTPUPOBAHMUS ANA CO34aHMS W pa3BepTbiBaHUA TMPUIOXKEHWUN, MNpPUMEHALWNX Kpuntorpaduo
OTKPbITbIMK KtOYaMK, @ TakXe ANS yrpaBieHUs MU,

NHbpacTpyKTypa OTKPbITbIX K/lOUel npeanosiaraeT Mepapxuyeckylo Mofeflb MOCTPOeHUs LEeHTPOB
ceptudukaumm. Takas Momenb obecrneumBaeT MacwTabupyemocTb, YAOGCTBO aAMUHUCTPUPOBaHUS WU
COrNacoBaHHOCTb C pacTyLMM YMUC/IOM MPOAYKTOB M LEHTPOB cepTudukauuun. Mpocreirwas dopma mepapxuu
COCTOMT W3 OAHOro LeHTpa cepTuduKaumMuM, a B O6LIEM Cly4Yae - W3 MHOXECTBA C SIBHO OMpeaesieHHbIMU
OTHOLUEHUSIMU POAUTENBCKUN-A0YEPHUNA.

NHdpacTpyKTypa OTKPbITbIX KI/OYEN, peann3oBaHHas B oOnepauuMoHHon cucteme Microsoft Windows
2000/2003 nonHOCTbIO NoAAEPXKMBAET W NO3BOMSET CO34aTb MEPAPXNYECKY0 MOAenb LEHTPOB cepTudunKkaumn.
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Intermediate CA Issuing CA

Issuing CA

Issuing CA

B coctaB cnyx6 ceptudukaumm onepaumoHHon cuctembl Windows 2000 BxoasaT crnepytowme criyxbbl m
KOMMOHEHTbI.

Cepsuc cepTudunkaumm

CepBuc ceptudukaunm npegocrasnsetr Habop cnyx6 ans BbiNycka, ynpaBaeHWs W WCNOSb30BaHUS
cepTUdUKaTOB OTKPbITbIX KOYEN B 3aLUMULLEHHbIX TEXHOOMMAX U NpUAoXeHusx, ncnonbsywwmx MOK. Cepsuc
cepTMduKaunmm BbINONHAET OCHOBHYK pOJib B YynpasneHnn 6e30MacHOCTbIO TEXHONOMMIA U MPUNOXEHUA W
obecneumBaeT NpoLECC AOCTOBEPHOrO U KOHMUAeHUNaNbHOro obMeHa nHdopmaumen.

KoHconb LeHTpa cepTudukaumm

KoHconb UeHTpa cepTuduKauum saBnsieTca paboyMM MecToM aAMWHUCTpatopa 6e30MmacHoCTH,
NMo3BOJISIIOLLUMM YNPaBAATb CEPTUDMKATAMU OTKPbITbIX KITHOUEN.

{8 Certification Authority M=l E3

J Action  Wiew |J & o= | | @
Tree I RequestID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFfe = |
&) Certiication Awtharity (Local Elzs04 T — BEGIN CERTL.. 3efa2c1d00O.. 17.04.2002 18
E189 CP C5P Test C Ezsos WWWIILUSR_FW e BEGIN CERTL.. 4lefca4a0nn... 18.04.2002 78
"1 Revoked Certificates Elz=0s T (- B — BEGIN CERTL.. 4209ctfd3000...  18.04.2002 11
a Issued Certificates 250? WONWIIUSR_PW - BEGIM CERTI... 429d454F2000... 18.04.2002 11
(3 Pending Requests Elzsoa WWWATUSR_FW  -oeee BEGINCERTL.. 42dcdd4S000... 18.04.2002 12
(] Failed Requasts Elzsos WWWAILSR_FW -l EEGIN CERTL.. 42e327d4000... 18.04.2002 12
251|:| WONWIIUSR_PW - BEGIM CERTI... 42e37cchoon...  18.04.2002 12
251 1 Wi IUSR_FW - BEGIN CERTI... 42eeflccOod.., 15.04,2002 12
2512 WONWIIUSR_PW - BEGIM CERTI... 42f7edofoo0. ., 18.04.2002 12
2513 Wi IUSR_FW - BEGIMN CERTI.,. 437ff3cfO000... 18.04,2002 15
2514 WONWIIUSR_PW - BEGIM CERTI... 435bS429000.., 18.04.2002 15
2515 Wi IUSR_FW - BEGIMN CERTI.,, 033d9c9S000... 19.04,2002 14
2516 WoWAIUSR_PW - EEGIM CERTI... 0360cS1a000... 19.04,2002 15
251?‘I WONWIIUSR_PW - BEGIM CERTI... 03%ch962000... 19.04.2002 16
2513 Wi IUSR_FW - BEGIMN CERTI.,. 03bfbedanOo... 19.04,2002 16
2519 WONWIIUSR_PW - BEGIMN CERTI... 19.04.2002 17
) =l = — 9
1] |

CpeacrtBa pacwmpeHus GyHKLUMOHANbHOCTM cepBuca cepTudukaumm

CpeanctBa pacwmpeHns YHKLMOHANbHOCTM cepBuca cepTudumKaumm npenocraBnatoT Habop MeTonos,
MO3BOJISAIOWMX M3MEHATb W pa3BuMBaTb (QYHKUMOHANBbHOCTb CTaHOAApPTHOrO cepBuca cepTudukauum ans
yAOBNETBOPEHUS NOTPEBHOCTU KOHKPETHOW MpUKNALHOM CUCTEMbI MM TEXHONOrMU. DTU CpeacTBa MO3BONSAKOT
MHTErpupoBaTb CepBuca cepTuduKaumMm C pasNYHbIMM CeTEBbIMW CAPaBOYHMKAMU U MNPUIOXKEHUAMHU,
dopMmupoBaTte cocTaB  cepTMdUKATOB  OTKPbITbIX  KAK4eln, MoaumduuupoBaTe npouecc  ynpaBieHus
cepTudunkaTamu.
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KnmneHTCckne cpeactea B3anMoAencTBMS Co cnyxboi ceptudmkaumm

KnuMeHTCKMe cpeacTBa NpeaoCTaBAAlOT MOMb30BaTeNsAM  pasfiMyHble MeToabl AN (QOpMMPOBaHUS

ApXxuUTeKTypa cepBuca cepTudukaumnm

ApXUTEKTYypa cepBuca cepTuduKaLmm NpeacTaB/ieHa Ha CeayowWweM pUcyHke.

3aKpbITbIX KJ/IHOYEN, 3anpocoB Ha cepTudukatbl M 06paboTknm cepTUdUKATOB, BbIMYLUEHHbIX CryX60M
cepTudunkaumnm.

3aKpbITHIE

KPYNTONPOEANAER KMIOUM ?

OTKprTbIe BRENITVNPUB A e
KHOYM ' RIS PUEAVIAER

Ceprichukarel

S3anpocel |
PKCS10 ! /

|| Moayne _ Cnyx6a Moayne

| npuema cepTnuKayum nyonukaumm [,

! y CRL

/-' Yy
WaBnokel Moayne Basa
CepPTHRUKATOB NOANTHKN cepTHHKATOB

MpunoxeHne 3. YnpaBsieHne npoToKO/IMPOBaHNEM

Ons BkntoveHnsa/oTkoYeHna npotokonnposaHusa ana Windows 32[Windows 64] gobaenseTtcs B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\

DWORD napameTp cpcsp 415 onpeaeneHns ypoBHS NpoTokona
DWORD napameTp cpcsp_fmt pnsa onpepenennsa opMaTta NnpoTokona

3HauveHnem napameTpa YPOBHb npoToKona ABNAeTCA 6utoBas
N_DB_ERROR = 1 # coobleHnsa 06
N_DB_LOG = 8 # coobleHns o Bbi3oBax

3HauveHnem napameTpa dopmart npoTokona aBnseTca 6uToBas

DBFMT_MODULE = 1 # BblBOAUTb UMS MOAyNs
DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAMTb CaMO coobLlieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoanTb GetLastError

Macka:
owmnbkax

MacKa:
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JIncT perncrtpaunm N3MeHeHun

JTnct perncrpaunmn namMeHeHui

Homepa nucrtoB (cTpaHuy)

MU3MEHEHHbIX

3aMEHEHHbIX

HOBbIX

aHHYNMpo-
BaHHbIX

Bcero
nncToB

(cTpaHuu) B
OOKYMEeHTe

Ne
OOKYMEHTa

Bxoaswuii
N° conpoBoam-
TeNbHOro
DOKYyMeHTa,
narta

Moanuco|

HaTta
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